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INTRODUCTION: THE SCOPE OF THE CRIME-FACILITATING SPEECH PROBLEM

Some speech provides information that makes it easier for people to commit crimes, torts, or
other harms. Consider:

(@) A textbook,! magazine, Web site, or seminar describes how people can make bombs
(conventional? or nuclear3), make guns,* make drugs,> commit contract murder,6 engage in

1. See infra note 78 for examples.

2. See 18 U.S.C. 8 842(p)(2)(A) (2000) (prohibiting distribution of “information pertaining to . . . the
manufacture or use of an explosive . . . with the intent that” the information be used criminally); id. §
842(p)(2)(B) (prohibiting distribution of such information “to any person . . . knowing that such person intends”
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sabotage,” painlessly and reliably commit suicide,8 fool ballistic identification systems or
fingerprint recognition systems,® pick locks,10 evade taxes,11 or more effectively resist arrest
during civil disobedience.1?

(b) A thriller or mystery novel does the same, for the sake of realism.13

(c) A Web site or a computer science article explains how messages can be effectively
encrypted (which can help stymie law enforcement),14 how encrypted copyrighted material can

to use it criminally); Plea Agreement, United States v. Austin, No. CR-02-884-SVW (C.D. Cal. Sept. 26, 2002)
(describing Web site operator’s guilty plea to a violation of 18 U.S.C. § 842(p)(2)(A)).

3. See United States v. Progressive, Inc., 486 F. Supp. 5 (W.D. Wis. 1979) (enjoining the publication of
article describing how a hydrogen bomb could be constructed), appeal dismissed, 610 F.2d 819 (7th Cir. 1979);
Atomic Energy Act, 42 U.S.C. §8 2014, 2274 (2000) (prohibiting the revealing of certain data concerning
nuclear weapons); cf. Invention Secrecy Act, 35 U.S.C. §§ 181, 186 (2000) (prohibiting people from disclosing
details of inventions, if the inventions have been ordered kept secret on the ground that revealing them would be
“detrimental to the national security”).

4. See infra note 98 for examples of such speech, and the political message it may communicate.

5. See, e.g., S. 1428, 106th Cong. § 9 (1999) (applying the approach of 18 U.S.C. § 842(p) to information
about the manufacturing or use of “controlled substance[s]”).

6. See Rice v. Paladin Enters., Inc., 128 F.3d 233 (4th Cir. 1997) (holding that the publisher of a contract
murder manual may be held liable for crimes the manual facilitated).

7. See 18 U.S.C. § 231(a) (2000) (prohibiting “teach[ing] or demonstrat[ing] . . . the use . . . or making of
any firearm or explosive . . . knowing or having reason to know or intending that the same will be unlawfully
employed” in civil disorders that obstruct commerce or federal functions); United States v. Featherston, 461 F.2d
1119, 1121 (5th Cir. 1972) (upholding § 231(a) conviction of black militants for teaching how to make
explosives for “the coming revolution”); see also Scales v. United States, 367 U.S. 203, 250 (1960) (affirming
conviction for being a member of the Communist Party with the intent of overthrowing the government, based
partly on the defendant’s organizing “training schools” where, among other things, instructors taught people
“how to Kill a person with a pencil”); Earth Liberation Front, Setting Fires with Electrical Timers, at
http://web.mit.edu/simsong/ www/SettingFires_ELF.pdf (May 2001) (describing arson techniques, and labeling
itself “[t]he politics and practicalities of arson”; | first saw the article on an Earth Liberation Front site, but it has
since been removed from there).

8. See infra note 410 for calls to restrict such materials.

9. See infra notes 99-100 for examples of such speech and of its possible noncriminal value.

10. See Chicago Lock Co. v. Fanberg, 676 F.2d 400 (9th Cir. 1982) (refusing to enjoin the publication of
manuals that help people make keys for certain locks given the serial number written on the outside of the lock);
see also infra note 82 (citing a paper that discusses how people can make a master key from a nonmaster key).

11. Compare, e.g., United States v. Kelley, 769 F.2d 215, 216-17 (4th Cir. 1985) (upholding criminal
punishment for such speech); United States v. Freeman, 761 F.2d 549 (9th Cir. 1985) (same); United States v.
Buttorff, 572 F.2d 619, 623 (8th Cir. 1978) (same); United States v. Schiff, 269 F. Supp. 2d 1262, 1285 (D. Nev.
2003) (containing an order item enjoining the defendants from assisting others to violate tax laws), aff’d on other
grounds, 379 F.3d 621 (9th Cir. 2004), with United States v. Dahlstrom, 713 F.2d 1423, 1428 (9th Cir. 1983)
(holding such speech to be constitutionally protected).

12. See Dana Hull, Anti-War Activists Plan to Disrupt Daily Activities If War Breaks Out, SAN JOSE
MEeRcURY NEws, Feb. 25, 2003, at 1A (“Civil disobedience advice is passed from activist to activist, can be
found on the Internet, and is dispensed at training sessions. Among the tips: It is . . . harder for cops to drag you
away if you go limp.”); State v. Bay, 721 N.E.2d 421, 423 (Ohio Ct. App. 1998) (holding that going limp to
make it harder for the police to take one away constitutes resisting arrest).

13. See infra note 115 for examples.

14. Bernstein v. United States Dep’t of Justice, 176 F.3d 1132 (9th Cir. 1999) (holding that such speech is
protected), reh’g en banc granted, 192 F.3d 1308 (9th Cir. 1999), appeal later dismissed; Karn v. United States
Dep’t of State, 925 F. Supp. 1 (D.D.C. 1996) (same). | set aside for purposes of this Article the debate whether
restrictions on computer source code should be treated as content-based speech restrictions. See sources cited
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be illegally decrypted,5> what security flaws exist in a prominent computer operating system,16
or how computer viruses are written.17

(d) A newspaper publishes the name of a witness to a crime, thus making it easier for the
criminal to intimidate or kill the witness.18

(e) A leaflet or a Web site gives the names and possibly the addresses of boycott violators,
abortion providers, strikebreakers, police officers, police informants, anonymous litigants,
registered sex offenders, or political convention delegates.19

infra note 223. If source code restrictions should be treated as content-based, then the analysis in this Article
applies to them. If they shouldn’t—for instance, because they’re seen as restrictions on the functional aspect of
the code (since the code can be directly compiled into object code and executed, without a human reading it)
rather than the expressive aspect—then this Article’s analysis would still apply to the human-language
descriptions of the algorithm that the source code embodies, which are dangerous precisely because they
communicate to humans.

15. See sources cited infra note 226 (describing threatened lawsuits based on such speech); cf. Nat’l Fed’n
of the Blind, Inc. v. Loompanics Enters., Inc., 936 F. Supp. 1232, 1244-46 (D. Md. 1996) (holding that the
publisher of a how-to book on trademark infringement could be held liable for contributory infringement).

16. See Government’s Motion for Reversal of Conviction at 6 n.3, United States v. McDanel, C.A. No. 03-
50135 (9th Cir. Oct. 14, 2003) (taking the position that communicating such information may violate the
Computer Fraud and Abuse Act, 18 U.S.C. § 1030(a)(5)(A), (e)(8) (2000), but only if the speaker intended to
facilitate security violations, rather than intending to urge the software producer to fix the problem; the
government moved for reversal because it conceded that the culpable intent hadn’t been shown at trial); Letter
from Kent Ferson, representing Hewlett-Packard, to Adriel T. Desautels, SnoSoft (July 29, 2002) (threatening
Digital Millennium Copyright Act and Computer Fraud and Abuse Act liability based on SnoSoft’s publishing
information about a security bug), http://www.politechbot.com/docs/hp.dmca.threat.073002.html; Declan
McCullagh, HP Backs Down on Copyright Warning, CNET News.com, Aug. 1, 2002, at
http://news.com.com/2100-1023-947745.html (describing the SnoSoft incident and saying that HP had
withdrawn its threat); infra notes 109-11 and accompanying text.

17. See Clive Thompson, The Virus Underground, N.Y. TimES, Feb. 8, 2004, 8§ 6 (Magazine), at 28
(describing people who post virus source code on Web sites, where it can be used both by people who are
interested in understanding and blocking viruses, and by people who want to spread the viruses; similar issues
would be raised if virus-writers posted not the code but a detailed description of the algorithm).

18. See Capra v. Thoroughbred Racing Ass’n, 787 F.2d 463 (9th Cir. 1986) (holding that liability may be
imposed in such a situation, under the disclosure of private facts tort, even when the newspaper isn’t intending to
facilitate crime); Times-Mirror Co. v. Superior Court, 244 Cal. Rptr. 556 (Ct. App. 1988) (same); Hyde v. City
of Columbia, 637 S.W.2d 251 (Mo. Ct. App. 1982) (same).

19. See NAACP v. Claiborne Hardware Co., 458 U.S. 886 (1982) (rejecting lawsuit that was based partly
on distribution of boycott violators’ names); Planned Parenthood of the Columbia/Willamette, Inc. v. Am.
Coalition of Life Activists, 290 F.3d 1058 (9th Cir. 2002) (en banc) (allowing lawsuit based partly on
distribution of abortion providers’ names and addresses, though focusing mostly on other material in the
defendants’ works); City of Kirkland v. Sheehan, No. 01-2-09513-7 SEA, 2001 WL 1751590 (Wash. Super. Ct.
May 10, 2001) (refusing to enjoin distribution of police officers’ names and addresses); CAL. PENAL CODE §
146e (Deering 2004) (prohibiting, among other things, “publish[ing] . . . the residence address or telephone
number” of various law enforcement employees “with the intent to obstruct justice™); FLA. STAT. ANN. § 843.17
(West 2003) (likewise); infra note 85 (describing New Jersey’s restrictions on citizens’ communicating
information on released sex offenders); Probe into Republican Delegate Data Posting, FOXNEws.coM, Aug.
30, 2004, at http://www.foxnews.com/story/0,2933,130629,00.html (“The Secret Service is investigating the
posting on the Internet of names[, home addresses, e-mail addresses, and hotel addresses of] thousands of
delegates to the Republican National Convention . . . [because of] concerns that posting of the delegate lists
could subject the delegates to harassment, acts of violence or identity theft.”); Who’s a Rat, at
http://www.whosarat.com (last visited Nov. 30, 2004) (a site that identifies police informants and undercover
agents, and asserts that it is “designed to assist attorneys and criminal defendants™); United States v. Carmichael,
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(f) A Web site posts people’s social security numbers or credit card numbers, or the
passwords to computer systems.20

(9) A newspaper publishes the sailing dates of troopships,2! secret military plans,22 or the
names of undercover agents in enemy countries.?3

(h) A Web site or a newspaper article names a Web site that contains copyright-infringing
material, or describes it in enough detail that readers could quickly find it using a search
engine.24

(i) A Web site sells or gives away research papers, which helps students cheat.25

(i) A magazine describes how one can organize one’s tax return to minimize the risk of a tax
audit,?6 share music files while minimizing the risk of being sued as an infringer,27 or better
conceal one’s sexual abuse of children.28

326 F. Supp. 2d 1267, 1295-96 (M.D. Ala. 2004) (concluding that a criminal defendant’s Web site containing
the names of government informants and agents didn’t pose enough danger to the informants and agents, and
thus rejecting the government’s request for an injunction ordering the defendant to take down the site); Motion
for TRO, Doe v. Omaha World Herald, No. 4:04CV3306 (D. Neb. Sept. 20, 2004) (motion by the ACLU of
Nebraska asking a court to enjoin a newspaper from revealing the name of a John Doe plaintiff in a case
challenging the posting of the Ten Commandments, because the plaintiff had received death threats);
Memorandum and Order, Doe v. Omaha World Herald, No. 4:04CV3306 (D. Neb. Sept. 21, 2004) (denying the
motion).

20. See CAL. Civ. CoDE § 1798.85(a)(1) (Deering 2004) (generally prohibiting publishing social security
numbers); Sheehan (enjoining the publication of social security numbers); KAN. STAT. ANN. § 21-3755(c)(1)
(2003) (prohibiting unauthorized disclosure of computer passwords); Miss. CoDE ANN. 97-45-5(1)(b) (2004)
(same); GA. CODE ANN. § 16-9-93(e) (2004) (same, but only when damage results).

21. See Near v. Minnesota ex rel. Olson, 283 U.S. 697, 716 (1931) (suggesting that the government could
enjoin the “publication of the sailing dates of transports or the number and location of troops”).

22. See New York Times Co. v. United States, 403 U.S. 713, 733-34 (1971) (White, J., concurring)
(suggesting that such publication could be punished).

23. See 50 U.S.C. § 421(c) (2000) (prohibiting engaging in “a pattern of activities intended to identify and
expose covert agents . . . with reason to believe that such activities would impair or impede the foreign
intelligence activities of the United States”); Haig v. Agee, 453 U.S. 280, 309 (1981) (concluding that such
speech is constitutionally unprotected, by analogy to Near v. Minnesota).

24. See, e.g., Arista Records, Inc. v. MP3Board, Inc., No. 00 CIV. 4660, 2002 WL 1997918, at *4
(S.D.N.Y. Aug. 29, 2002) (holding that the publisher of a link to an infringing site may be contributorily liable
for the infringement that the link facilitates); Intellectual Reserve, Inc. v. Utah Lighthouse Ministry, Inc., 75 F.
Supp. 2d 1290, 1293-96 (D. Utah 1999) (enjoining defendants from “post[ing] on defendants’ website, addresses
to websites that defendants know, or have reason to know, contain the material alleged to infringe plaintiff’s
copyright”); 17 U.S.C. § 512(d) (2000) (providing a safe harbor from damages liability to people who link or
refer to infringing material, but only if they didn’t know it was infringing); see also Universal City Studios, Inc.
v. Corley, 273 F.3d 429, 455-58 (2d Cir. 2001) (enjoining publication of links to a page containing material that
violated the Digital Millennium Copyright Act); infra note 48 (explaining in more detail why such behavior
would fit within existing contributory infringement law). The cases all involved clickable links, but including the
URL even as plain text would trigger copyright liability just as much as the clickable links would.

25. Academic cheating is fraud, and thus likely a tort or even a crime. The question relevant to this Article
is whether term-paper mills are also constitutionally unprotected, because they help students commit such fraud.
Cf., e.g., United States v. Int’l Term Papers, Inc., 477 F.2d 1277, 1279 (1st Cir. 1973) (enjoining a term-paper
mill on the ground that the mill used the mails to “assist[] students to make false representations to
universities”); Trustees of Boston Univ. v. ASM Communications, Inc., 33 F. Supp. 2d 66 (D. Mass. 1988)
(dismissing a RICO case against a term-paper mill on statutory grounds).

26. See, e.g., WorldWideWeb Tax, How to Avoid an IRS Audit?, at http://
www.wwwebtax.com/audits/audit_avoiding.htm (last visited Jan. 14, 2005) (describing “a host of strategies you
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(k) A newspaper publishes information about a secret subpoena,?® a secret wiretap,30 a
secret grand jury investigation,3! or a secret impending police operation,32 and the suspects thus
learn they are being targeted; or a library, Internet service provider, bank, or other entity whose
records are subpoenaed alerts the media to complain about what it sees as an abusive
subpoena.33

(I) When any of the speech mentioned above is suppressed, a self-styled anticensorship Web
site posts a copy, not because its operators intend to facilitate crime, but because they want to
protest and resist speech suppression or to inform the public about the facts underlying the
suppression controversy.34

can use to ensure you aren’t selected for an IRS tax audit”). Of course, this information is useful to law-abiding
taxpayers who want to save themselves the hassle of an audit, as well as to cheaters.

27. See, e.g., Elec. Frontier Found., How Not to Get Sued by the RIAA for File-Sharing, at
http://eff.org/IP/P2P/howto-notgetsued.php (last visited Jan. 14, 2005).

28. Cf. Melzer v. Bd. of Ed., 336 F.3d 185, 190 (2d Cir. 2003) (describing such an article, though not
deciding whether it was constitutionally unprotected).

29. See 50 U.S.C. § 1861(a), (d) (2000 & Supp. | 2001) (prohibiting disclosure by any person—not just
government agents—of the issuance of certain document production orders in “investigation[s] to obtain foreign
intelligence information . . . or to protect against international terrorism or clandestine intelligence activities”;
added by the USA Patriot Act); Family Education Rights and Privacy Act of 1974, 20 U.S.C. § 1232g(b)(1)(J)
(2000) (same as to subpoenas for certain education records); 18 U.S.C. § 3486(a)(D)(6)(A) (2000) (same as to
investigations of health care violations and child abuse, though only if a court so orders, and only for “up to 90
days”); WasH. Rev. CoDE § 19.86.110 (2004) (same, but without a time limit, as to investigations of unfair or
anticompetitive business practices, though only if a court so orders); see also MINN. STAT. ANN. § 609.4971
(West 2003) (prohibiting the disclosure of certain subpoenas “with intent to obstruct, impede, or prevent the
investigation for which the subpoena was issued”).

30. See Tex. Cope CRrIM. ProcC. art. 18.21, 88 4, 7, 8 (1965) (prohibiting disclosure by any person of
searches or subpoenas “involving access to stored electronic communications,” if the court determines that such
a disclosure may “endanger[] the life or physical safety of an individual,” lead to “flight from prosecution,”
“destruction of or tampering with evidence,” or “intimidation of a potential witness,” or “otherwise seriously
jeopardiz[e] an investigation or unduly delay[] a trial”); DEL. CODE ANN. tit. 11, § 2412(a) (2004) (prohibiting
disclosure by any person “of an authorized interception or pending application . . . in order to obstruct, impede
or prevent such interception”); 18 U.S.C. § 2332(d) (2000) (likewise).

31. See, e.g., FLA. STAT. ANN. § 905.27(2) (West 2003) (banning the publication of “any testimony of a
witness examined before the grand jury, . . . except when such testimony is or has been disclosed in a court
proceeding”).

32. Cf. Risenhoover v. England, 936 F. Supp. 392 (W.D. Tex. 1996), which allowed a negligence lawsuit
against media organizations that sent reporters to the scene of a forthcoming raid on the Branch Davidians’
compound near Waco. The reporters’ presence tipped off the Davidians to the previously secret raid plans, and
allegedly helped cause the death of the plaintiffs’ relative, an ATF officer. Risenhoover involved newsgathering
activities, rather than the publication of a news story; but it illustrates the possibility that speakers may also be
sued for directly or indirectly exposing secret law enforcement plans, under the theory that “media defendants
owe[] a duty ... not to warn the [targets], either intentionally or negligently, of the impending raid.” Id. at 408.

33. See 18 U.S.C. § 2709(c) (2000) (prohibiting communication service providers from disclosing FBI
demands for subscriber or toll billing records information); 18 U.S.C. § 2705(b) (2000) (allowing court orders
that bar communication service providers from disclosing administrative subpoenas for stored communications);
12 U.S.C. 88 3406(c), 3409(b), 3413(i), 3414(a)(3), 3420 (2000) (providing for similar restrictions on financial
institutions that are ordered to turn over customer records); statutes cited supra notes 29-30 (which restrict
disclosure by subpoena recipients or by subjects of searches, as well as by newspapers and other third parties).

34. See, e.g., Mike Godwin, The Net Effect, Am. LAw., Feb. 2000, at 47 (describing how people sometimes
put up mirror sites for this purpose); sources cited infra notes 335-36 (citing examples).



VOLOKH FOR SITE— NOT FOR CITATION — SEE VOLUME 57 STANFORD LAW REVIEW FOR CITABLE VERSION 3/21/2005 12:42 PM

206—Manuscript Page, Not for Citation—See Volume 57 Stanford Law Review for Citable Version

(m) A master criminal advises a less experienced friend on how best to commit a crime, or
on how a criminal gang should maintain discipline and power.35

(n) A supporter of sanctuary for El Salvadoran refugees tells a refugee the location of a hole
in the border fence, and the directions to a church that would harbor him.36

(0) A lookout,37 a friend,38 or a stranger who has no relationship with the criminal but who
dislikes the police3® warns a criminal that the police are coming.

(p) A driver flashes his lights to warn other drivers of a speed trap.40

These are not incitement cases: The speech isn’t persuading or inspiring some readers to
commit bad acts. Rather, the speech is giving people information that helps them commit bad
acts—acts that they likely already want to commit.4!

When should such speech be constitutionally unprotected? Surprisingly, the Supreme Court
has never squarely confronted this issue,#2 and lower courts and commentators have only
recently begun to seriously face it.43 And getting the answer right is important: Because these

35. Compare McCoy v. Stewart, 282 F.3d 626 (9th Cir. 2002) (holding that such speech is protected), with
Stewart v. McCoy, 537 U.S. 993 (2002) (Stevens, J., respecting the denial of certiorari) (suggesting that perhaps
such speech shouldn’t be protected).

36. See United States v. Aguilar, 883 F.2d 662, 685 (9th Cir. 1989) (upholding conviction based on such
speech for aiding and abetting illegal immigration), superseded on unrelated grounds by statute as noted in
United States v. Gonzalez-Torres, 273 F.3d 1181, 1187 (9th Cir. 2001).

37. See, e.g., United States v. Lane, 514 F.2d 22 (9th Cir. 1975).

38. See, e.g., United States v. Bucher, 375 F.3d 929 (9th Cir. 2004).

39. See, e.g., People v. Llanos, 77 N.Y.2d 866 (1991) (holding a defendant not liable in such a case, but
only because the applicable statute covered only helping people actually commit the crime, not helping people
escape from the police); see also People v. Llanos, 151 A.D.2d 128, 131 (N.Y. App. Div. 1989) (noting that “the
record here is devoid of any proof linking defendant to the apartment occupants”), aff’d, 77 N.Y.2d 866 (1991).

40. This is tantamount to the driver’s acting as a lookout, see supra notes 37-39: It lets the other drivers
drive illegally before and after the speed trap without getting caught, because they have been warned to obey the
law when the police are watching. See State v. Walker, No. 1-9507-03625 (Williamson Cty. (Tenn.) Cir. Ct.
Nov. 13, 2003) (accepting a First Amendment defense in such circumstances); For the Record, SALT LAKE
TrIB., Feb. 29, 2000, at B2 (noting a similar case in which a First Amendment defense was accepted); cf.
Bucher, 375 F.3d at 930 (noting the First Amendment question); Commonwealth v. Beachey, 728 A.2d 912 (Pa.
1999) (considering a similar case, but not confronting the First Amendment question).

41. As Parts I.A and I11.E explain, crime-inciting speech and crime-facilitating speech differ considerably
in how they cause harm and how they are valuable, so they are usefully analyzed as separate First Amendment
categories.

Likewise, crime-facilitating speech cases are different from copycat-inspiring cases, where movies or news
accounts inspire copycat crimes but don’t give criminals any useful and nonobvious information about how to
commit those crimes. See Rice v. Paladin Enters., Inc., 128 F.3d 233, 265 (4th Cir. 1997) (making this
distinction). The danger of speech that inspires copycat crimes is that it leads some viewers to want to commit
crimes (even if that’s not the speaker’s purpose). This is the same sort of danger that crime-advocating speech
poses, which is why copycat crime cases are generally analyzed using the incitement test. See, e.g., Byers v.
Edmondson, 826 So. 2d 551, 557 (La. Ct. App. 2002) (rejecting copycat claim by applying Brandenburg v.
Ohio, 395 U.S. 444 (1969)).

42. See infra Part I11.A.

43. The most extensive treatments of this question are Rice, 128 F.3d 233, and U.S. DEP’T OF JUSTICE,
1997 REPORT ON THE AVAILABILITY OF BOMBMAKING INFORMATION (Apr. 1997), available at
http://www.usdoj.gov/criminal/cybercrime/bombmakinginfo.html. (Because the report is far more easily
accessible to readers on the Web than in the limited print edition submitted to Congress, | cite to the Web
version.) KENT GREENAWALT, SPEECH, CRIME, AND THE USES OF LANGUAGE (1989), treats many issues very
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scenarios are structurally similar—a similarity that hasn’t been generally recognized—a decision
about one of them will affect the results in others. If a restriction on one of these kinds of speech
is upheld (or struck down), others may be unexpectedly validated (or invalidated) as well.

In this Article, I’ll try to analyze the problem of crime-facilitating speech,44 a term | define
to mean

(1) any communication that,

(2) intentionally or not,

(3) conveys information that

(4) makes it easier or safer for some listeners or readers (a) to commit crimes, torts,4> acts

of war (or other acts by foreign nations that would be crimes if done by individuals), or
suicide, or (b) to get away with committing such acts.46
In Part 1I1.G, I’ll outline a proposed solution to this problem; but my main goal is to make
observations about the category that may be useful even to those who disagree with my bottom
line.

The first observation is the one with which this Article began: Many seemingly disparate
cases are linked because they involve crime-facilitating speech, so the decision in one such case
may affect the decisions in others. The crime-facilitating speech problem looks different if one is
just focusing on the Hit Man contract murder manual than if one is looking at the broader range
of cases.

It may be appealing, for instance, to categorically deny First Amendment protection to
murder manuals or to bomb-making information, on the ground that the publishers know that the
works may help others commit crimes, and such knowing facilitation of crime should be
constitutionally unprotected.4? But such a broad justification would equally strip protection from

well, but spends only a few pages on crime-facilitating speech, id. at 86-87, 244-45, 281-82.

44. | borrow the term from the concept of “criminal facilitation,” a crime recognized in some jurisdictions,
see infra note 296, but | apply the phrase to all crime-facilitating speech, whether it’s punished by one of these
criminal facilitation statutes or by some other law.

45. | include torts as well as crimes because both are generally seen as harmful actions, the facilitating of
which might be potentially punishable. See infra note 298. Tortious but noncriminal conduct is less harmful than
criminal conduct, so restrictions on speech that facilitates purely tortious conduct may be less justified. But |
think it’s better to consider this as a potential distinction based on how harmful the facilitated conduct is, see
infra Part 111.D, rather than to rule out tort-facilitating speech at the start.

I use the term “crime-facilitating” rather than a broader term such as “harm-facilitating” because it seems to
me clearer and more concrete (since “harm” could include many harms, including offense, spiritual degradation,
and more), and because most of the examples | give do involve criminal conduct.

46. Helping criminals get away with crimes can be as harmful as helping them commit crimes; among
other things, a criminal who knows he’ll have help escaping is more likely to commit the crime in the first place,
and a criminal who escapes will be free to continue his criminal enterprise and to commit more crimes in the
future. This is why lookouts are treated like other aiders and abettors, and why criminal law has long
criminalized the accessory after the fact, who helps hide a criminal, as well as the accessory before the fact. See,
e.g., material cited infra note 150.

47. For articles that make such broad proposals, while focusing only on the well-publicized Hit Man case
and perhaps one or two other cases, see S. Elizabeth Wilborn Malloy, Taming Terrorists but Not “Natural Born
Killers,” 27 N. Ky. L. Rev. 81, 81, 105, 111 (2000); Monica Lyn Schroth, Comment, Reckless Aiding and
Abetting: Sealing the Cracks That Publishers of Instructional Materials Fall Through, 29 Sw. U. L. Rev. 567
(2000); Theresa J. Pulley Radwan, How Imminent Is Imminent?: The Imminent Danger Test Applied to Murder
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newspaper articles that mention copyright-infringing Web sites,48 academic articles that discuss
computer security bugs,4® and mimeographs that report who is refusing to comply with a
boycott.50

If one wants to protect the latter kinds of speech, but not the contract murder manual, one
must craft a narrower rule that distinguishes different kinds of crime-facilitating speech from
each other.51 And to design such a rule—or to conclude that some seemingly different kinds of
speech should be treated similarly—it’s helpful to think about these problems together, and use
them as a “test suite” for checking any proposed crime-facilitating speech doctrine.52

The second observation, which Part 1.C will discuss, is that most crime-facilitating speech is
an instance of what one might call dual-use material.>3 Like weapons, videocassette recorders,
alcohol, drugs, and many other things, many types of crime-facilitating speech have harmful
uses; but they also have valuable uses, including some that may not at first be obvious.

Moreover, it’s often impossible for the distributor to know which consumers will use the
material in which way. Banning the material will prohibit the valuable uses along with the
harmful ones.54 Allowing the material will allow the harmful uses alongside the valuable ones.
This dual-use nature has implications for how crime-facilitating speech should be treated.

Part 11 then observes that restrictions on crime-facilitating speech can’t be easily justified
under existing First Amendment doctrine. Part IlLA describes the paucity of existing
constitutional law on the subject, and Parts I11.B, 11.C, and 11.D discuss the possibility that strict
scrutiny, “balancing,” or deference to legislative judgment can resolve this problem.

Manuals, 8 SETON HALL CONsT. L.J. 47, 73 (1997).

48. Cf. the materials mentioned supra note 24, which impose liability in similar circumstances; Fonovisa,
Inc. v. Cherry Auction, Inc., 76 F.3d 259, 264 (9th Cir. 1996) (defining “contributory infringement” as behavior
that materially contributes to third parties’ copyright infringement, done with knowledge or reason to know that
the behavior will contribute to that infringement, a definition that would cover giving addresses of infringing
sites or even enough nonaddress information that would let people easily find the site).

The publisher couldn’t escape liability by arguing that some readers might have found the infringing site
through other means even if the speaker hadn’t mentioned it, and that therefore publishing the address isn’t the
but-for cause of the infringement. First, many readers will only see a pointer to the site in the newspaper or Web
page, and wouldn’t have thought of searching for the site had it not been for that reference. Second, even if
several different sources report on the site’s location, under standard tort law principles, each would be liable for
the harm. See Anderson v. Minneapolis Saint Paul & Sault Ste. Marie Ry. Co., 179 N.W. 45, 49 (Minn. 1920)
(adopting this rule as to negligence cases); RESTATEMENT (SECOND) OF TORTS § 432 (1965) (likewise); id. §
622A cmt. b (likewise as to libel cases); id. § 632 cmt. ¢ (likewise as to injurious falsehood cases).

49. See, e.g., Ethan Preston & John Lofton, Computer Security Publications: Information Economics,
Shifting Liability and the First Amendment, 24 WHITTIER L. Rev. 71 (2002) (discussing this general issue, and
giving many examples); infra notes 109-11, 226, and accompanying text.

50. See NAACP v. Claiborne Hardware Co., 458 U.S. 886, 903-06 (1982) (involving such mimeographs,
during a boycott where some noncompliers had been physically attacked by third parties).

51. For instance, the rule could distinguish speech that’s intended to facilitate crime from speech that
knowingly facilitates crime, though such a distinction has its own problems. See infra Part I11.B.2.

52. See EUGENE VOLOKH, ACADEMIC LEGAL WRITING 19-24 (2d ed. 2005).

53. | adapt this term from arms control, where “dual-use” refers to products that have both military (and
thus often banned) uses and civilian (and thus allowed) uses. See, e.g., 10 U.S.C. § 2500(2) (2000).

54. | use “ban” to refer both to criminal prohibitions and civil liability. First Amendment law treats the two
identically, and so do I, for reasons described in Part I11.F.



VOLOKH FOR SITE— NOT FOR CITATION — SEE VOLUME 57 STANFORD LAW REVIEW FOR CITABLE VERSION 3/21/2005 12:42 PM

209—Manuscript Page, Not for Citation—See Volume 57 Stanford Law Review for Citable Version

Part Il discusses distinctions that the law might try to draw within the crime-facilitating
speech category to minimize the harmful uses and maximize the valuable ones.>> These
distinctions are the possible building blocks of a crime-facilitating speech exception, but it turns
out that such distinctions are not easy to devise. In particular, one seemingly appealing
distinction—between speech intended to facilitate crime, and speech that is merely said with
knowledge that some readers will use it for criminal purposes—turns out to be less helpful than
might at first appear. Many other possible distinctions end up being likewise unhelpful, though a
few are promising.

Building on this analysis, Part 111.G provides a suggested rule: that crime-facilitating speech
ought to be constitutionally protected unless (1) it’s said to a person or a small group of people
when the speaker knows these few listeners are likely to use the information for criminal
purposes, (2) it’s within one of the few classes of speech that has almost no noncriminal value,
or (3) it can cause extraordinarily serious harm (on the order of a nuclear attack or a plague)
even when it’s also valuable for lawful purposes. But | hope the analysis in Part Il will be
helpful even to those who would reach a different conclusion. And even if courts ultimately hold
that legislatures and courts should have broad constitutional authority to restrict a wide range of
crime-facilitating speech, some of the analysis may help legislators and judges decide how they
should exercise that authority.56

Finally, the Conclusion makes a few more observations, one of which is worth
foreshadowing here: While crime-facilitating speech cases arise in all sorts of media, and should
be treated the same regardless of the medium, the existence of the Internet makes a difference
here. Most importantly, by making it easy for people to put up mirror sites of banned material as
a protest against such bans, the Internet makes restrictions on crime-facilitating speech less

55. | focus on distinctions that might be helpful when the government is acting as sovereign, using its
regulatory power to restrict speech even by private citizens. The rules will likely be different when the
government is acting as employer or as contractor, disclosing information to employees or others but on the
contractual condition that they not communicate the information to others. See, e.g., Snepp v. United States, 444
U.S. 507 (1980) (dealing with restrictions on speech by government employees); Pickering v. Bd. of Educ., 391
U.S. 563, 570 n.3 (1968) (likewise); infra note 133 and accompanying text (discussing United States v. Aguilar,
515 U.S. 593 (1995), which involved a similar issue); Seattle Times Co. v. Rhinehart, 467 U.S. 20 (1984)
(dealing with restrictions on litigants who receive confidential information through discovery, on the condition
that they not republish it).

I also do not deal with the special case of harm-facilitating speech that’s aimed largely at minors—for
instance, material that teaches them how to conceal their anorexia from their parents. See, e.g., Ana Angels, Tips
and Tricks, at http://members.fortunecity.com/
kikienpointe/id19.htm (last visited Jan. 14, 2005); Deirdre Dolan, Learning to Love Anorexia? ‘Pro-Ana’ Web
Sites Flourish, N.Y. OBSERVER, Feb. 3, 2003, 8 7, at 1.

56. The analysis may also be helpful for courts that want to analyze the question under state constitutional
free speech guarantees. See, e.g., State v. Robertson, 649 P.2d 569 (Or. 1982) (setting forth doctrine for Oregon
Free Speech Clause cases that’s quite different from standard First Amendment doctrine).

I will not, however, discuss (1) how individual speakers or publishers should decide whether to endanger
others by publishing crime-facilitating speech, or (2) when people should condemn speakers or publishers who
publish such speech. These are important ethical questions; speakers might well conclude that though they have
a constitutional right to say something, they should nonetheless refrain from exercising this right, because in
their own view the harm caused by their speech outweighs whatever benefit it might have. Nonetheless, this is
outside the scope of this Article, which discusses the constitutional questions, not the ethical ones.
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effective, both practically and (if the restrictions are cast in terms of purpose rather than mere
knowledge) legally.

I. THE USES OF CRIME-FACILITATING SPEECH

A. Harmful Uses

Information can help people commit crimes. It makes some crimes possible, some crimes
easier to commit, and some crimes harder to detect and thus harder to deter and punish.57

The danger of crime-facilitating speech is related to that posed by crime-advocating speech.
To commit a typical crime, a criminal generally needs to have three things:

(1) the desire to commit the crime,

(2) the knowledge and ability to do so, and

(3) either (a) the belief that the risk of being caught is low enough to make the benefits

exceed the costs,%8 (b) the willingness—often born of rage or felt ideological

imperative—to act without regard to the risk, or (c) a careless disregard for the risk.
Speech that advocates, praises, or condones crime can help provide the desire, and, if the speech
urges imminent crime, the rage. Crime-facilitating speech helps provide the knowledge and
helps lower the risk of being caught.

But the danger of crime-facilitating speech may be greater than the danger of crime-
advocating speech (at least setting aside the speech that advocates imminent crime, which may
sometimes be punished under the incitement exception59). Imagine two people: One knows how
to commit a crime with little risk of getting caught, but doesn’t want to commit it. The other
doesn’t know how to commit the crime and escape undetected, but would be willing to commit
it if he knew.

Advocacy of crime may persuade the first person to break the law and to incur the risk of
punishment, but it will generally do it over time, building on past advocacy and laying the
foundation for future advocacy. No particular statement is likely to have much influence by
itself. What’s more, over time the person may be reached by counteradvocacy, and in our
society there generally is plenty of counteradvocacy, explicit or implicit, that urges people to
follow the law. This counteradvocacy isn’t perfect, but it will often help counteract the desire
brought on by the advocacy (element 1).

But information that teaches people how to violate the law, and how to do so with less risk
of punishment, can instantly and irreversibly satisfy elements 2 and 3a. Once a person learns
how to make a bomb, or learns where a potential target lives, that information can’t be rebutted
through counteradvocacy, and needs no continuing flow of information for reinforcement. So

57. For a long list of bombings connected to particular publications that describe how explosives can be
made, see U.S. DEP’T OF JUSTICE, supra note 43, pt. II.

58. The benefits and costs can of course be tangible—financial benefit or the cost of being imprisoned or
fined—or intangible, such as emotional benefit or the cost of feeling that one has hurt someone or violated social
norms.

59. See Brandenburg v. Ohio, 395 U.S. 444 (1969).
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crime-facilitating speech can provide elements 2 and 3a more quickly and less reversibly than
crime-advocating speech can provide elements 1 and 3b.60

Any attempts to suppress crime-facilitating speech will be highly imperfect, especially in
the Internet age. Copies of instructions for making explosives, producing illegal drugs, or
decrypting proprietary information will likely always be available somewhere, either on foreign
sites or on American sites that the law hasn’t yet shut down or deterred.61 The Hit Man contract
murder manual, for instance, is available for free on the Web,62 even though a civil lawsuit led
its publisher to stop distributing it.83 (If the civil lawsuit that led the publisher to stop selling the
book also made the publisher more reluctant to try to enforce the now-worthless copyright, the
suit might thus have actually made the book more easily, cheaply, and anonymously
available.64)

Versions of The Anarchist Cookbook are likewise freely available online, and likely will
continue to be, even if the government tries to prosecute sites that distribute it.85 Holding crime-

60. Naturally, even if crime-facilitating speech provides elements 2 and 3a, speech that argues against
committing a crime can help prevent element 1 from being satisfied. | am not claiming that crime-facilitating
speech by itself guarantees that a crime will be committed, only that it contributes to such crimes, and on
average does so more than crime-advocating speech does.

61. For cases discussing whether the likely futility of a speech restriction may render it unconstitutional,
see infra note 240. In this part of the text, though, I am focusing only on what the possible benefit of the
restriction would be, and not on its constitutionality.

62. See infra text preceding note 474.

63. See Publisher Settles Case over Killing Manual, N.Y. TIMES, May 23, 1999, at A27 (reporting that Hit
Man publisher Paladin settled the lawsuit by agreeing to stop publishing and selling the manual, as well as
paying the victims’ families millions of dollars); Mark Del Franco, Paladin Kills Off Part of Its Product Line,
CATALOG AGE, Apr. 1, 2000, at 14 (same).

64. Future plaintiffs in crime-facilitating speech cases may try to prevent this by demanding, as part of the
settlement, that defendants turn over the copyright to the work. The plaintiffs could then try to sue future online
copiers of the work for copyright infringement, whether the copiers are in the United States or in foreign
countries.

Plaintiffs could then also demand that search engines drop such supposedly copyright-infringing sites from
their indexes: Search engines are probably under no legal obligation to exclude known crime-facilitating sites,
but contributory copyright infringement law probably requires them to exclude known copyright-infringing sites.
See Kelly v. Arriba Soft Corp., 336 F.3d 811 (9th Cir. 2003); Craig W. Walker, Application of the DMCA Safe
Harbor Provisions to Search Engines, 9 VA. J.L. & TECH. 2 (2004). Plaintiffs could thus take advantage of well-
established copyright law instead of having to rely on the less well-settled, potentially narrower, and less
internationally recognized tort liability for crime-facilitating speech. See Harper & Row v. Nation Enters., 471
U.S. 539 (1985) (upholding copyright law against a First Amendment challenge, and with no requirement that
the defendant be motivated by bad intentions).

But | doubt that such copyright lawsuits aimed at suppressing a previously published work would prevail.
Noncommercially posting a work that’s out of print—especially when the work’s contents are important to
understanding the legal controversy over that work—will probably be a fair use: The use is noncommercial, and
it won’t affect the economic value of the work, because the plaintiffs are clearly not planning to reissue their
own competing edition. Cf. Worldwide Church of God v. Philadelphia Church of God, 227 F.3d 1110, 1119 &
n.2 (9th Cir. 2000) (rejecting a fair use defense when defendants had copied an out-of-print work, but stressing
the copied work’s marketing value to the defendant, the potential economic harm to the plaintiff, and the
possibility that “the [plaintiff] plans at some time to publish an annotated version of [the work]”). The plaintiffs’
strongest argument would be that copying a crime-facilitating work is inherently unfair because the work is so
dangerous, but | doubt that the courts will conclude that this factor is relevant to the copyright inquiry.

65. See infra text accompanying notes 472-82.
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facilitating speech to be constitutionally unprotected, and prosecuting the distributors of such
speech, may thus not prevent that much crime.

Yet these restrictions are still likely to have some effect, even if not as much as their
proponents might like. Crime-facilitating information is especially helpful to criminals if it
seems reliable and well-tailored to their criminal tasks. If you want to build a bomb, you don’t
just want a bomb-making manual—you want a manual that helps you build the bomb without
blowing yourself up,66 and that you trust to do that. The same is true, in considerable measure,
for instructions on how to avoid detection while committing crimes.67

The legal availability of crime-facilitating information probably increases the average
quality—and, as importantly, the perceived reliability—of such information. An arson manual
on the Earth Liberation Front’s Web site,68 or an article in High Times magazine on growing or
manufacturing drugs,®® will probably be seen as more trustworthy than some site created by
some unknown stranger. It will often be more accurate and helpful, because of the
organization’s greater resources and greater access to expertise. The organization is more likely
to make sure that its version is the correct one, and doesn’t include any potentially dangerous
alterations that versions on private sites might have. Moreover, because the information is high
profile, and available at a well-known location, it’s more likely to develop a reputation among
(for instance) ecoterrorists or drug-growers; more people will have expressed opinions on
whether it’s trustworthy or not.70

On the other hand, if crime-facilitating information is outlawed, these mechanisms for
increasing the accuracy and trustworthiness of the information will be weakened. The data might
still be easily available through a Google search, but some of it will contain errors, and it will be
less likely to have the reputation of a prominent group or magazine behind it. In marginal cases,
this might lead some criminals to use less accurate and helpful information, or be scared off to
less dangerous crimes by the uncertainty.

Serious criminals, who are part of well-organized criminal or terrorist networks, will likely
get trustworthy crime-facilitating instructions regardless of what the law may try to do. But
small-time criminals or tortfeasors may well be discouraged by the lack of seemingly reliable

66. Few bombers are suicide bombers, and even those who are want to commit suicide when the bomb is
scheduled to detonate, not while it’s being constructed.

67. Cf. Park Elliott Dietz, Dangerous Information: Product Tampering and Poisoning Advice in Revenge
and Murder Manuals, 33 J. FORENsIC Sci. 1206 (1988) (discussing this point, and speculating that such manuals
are indeed quite helpful to criminals).

68. See Earth Liberation Front, Setting Fires with Electrical Timers, supra note 7.

69. See, e.g., Ed Rosenthal, Ask Ed, HiGH TIMES, June 1998, at 92; Mel Frank, Victory Garden: Planting
for Personal Use, HIGH TIMES, May 1992, at 44.

70. The Anarchist Cookbook, for instance, seems to have developed a poor reputation. See, e.g., Ken
Shirriff, Anarchist Cookbook FAQ, at http://www.righto.com/anarchy/ (last visited Jan. 14, 2004) (“The
Anarchist Cookbook is a hook published in 1971, and you won’t find the real thing online, although it is easily
purchased from your local bookstore or from amazon.com. There are various files available on the Internet that
rip off the name ‘Anarchist Cookbook’ and have somewhat similar content, but they are not the real Anarchist
Cookbook. The Anarchist Cookbook has a poor reputation for reliability and safety, and most of the online files
are considerably worse.”). Were | to turn to a life of political crime, | would want to use material that had the
imprimatur of an established organization, and that had developed a better reputation for reliability—something
that would be harder if the material were outlawed.
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publicly available instructions.”! Restrictions on crime-facilitating speech may thus help stop at
least some extremists who want to bomb multinational corporations, abortion clinics, or animal
research laboratories; some would-be novice computer hackers or solo drugmakers; and some
people who want to illegally download pirate software or movies, or to cheat by handing in
someone else’s term paper.

Moreover, some kinds of crime-facilitating information might not be available except from
a few speakers, either because the information is about a new invention,’2 or because it contains
details about specific items, events, or places: for instance, particular subpoenas issued by
government agencies who are investigating particular suspects, passwords to particular
computers, or the layout of particular government buildings. This information is likely to be
initially known to only a few people, and not widely spread on hundreds of computers. If those
few people are deterred from posting the material, or if the material is quickly ordered to be
taken down from the Internet locations on which it’s posted (and any search engine caches that
may contain it), then potential criminal users—both serious professional criminals and solo,
novice offenders—might indeed be unable to get it.”3

B. Valuable Uses

Speech that helps some listeners commit crimes, however, may also help others do legal and
useful things. Different people, of course, have different views on what makes speech
“valuable,””4 and the Supreme Court has been notoriously reluctant to settle on any theory—
whether a primarily deontologically libertarian theory such as self-expression or self-definition,
or a more consequentialist one such as self-government or search for truth—as being the sole
foundation of First Amendment law.”> But the Court has pretty consistently treated as

71. For instance, if people aren’t allowed to post the detailed code for viruses, then the “script kiddies”—
relatively unskilled exploiters of viruses, see Thompson, supra note 17— might find it much harder to launch
malicious attacks; and this may remain so even if the virus experts remain free to post English-language
descriptions of the algorithms, since many script kiddies may not have the knowledge necessary to translate the
algorithm into the detailed code.

72. Cf. Invention Secrecy Act, 35 U.S.C. 8§ 181, 186 (2000) (letting government officials order that patent
applications be kept secret if they are “in the opinion of the head of the interested Government agency, . . .
detrimental to the national security,” and prohibiting people from disclosing the details of such inventions);
Roger Funk, Comment, National Security Controls on the Dissemination of Privately Generated Scientific
Information, 30 UCLA L. Rev. 405, 435-54 (1982) (analyzing the constitutionality of the Act); Lee Ann Gilbert,
Patent Secrecy Orders: The Unconstitutionality of Interference in Civilian Cryptography Under Present
Procedures, 22 SANTA CLARA L. Rev. 325, 358-64 (1982) (likewise); Sabing H. Lee, Protecting the Private
Inventor Under the Peacetime Provisions of the Invention Secrecy Act, 12 BERKELEY TECH. L.J. 345, 379-99
(1997) (likewise); Allen M. Shinn, Jr., Note, The First Amendment and the Export Laws: Free Speech on
Scientific and Technical Matters, 58 GEO. WASH. L. Rev. 368 (1990) (likewise).

73. Cf. Peter P. Swire, A Model for When Disclosure Helps Security: What Is Different About Computer
and Network Security?, 3 J. TELECOMM. & HIGH TECH. L. 163, 178-79, 190-91 (2004) (distinguishing “low
uniqueness” information, which is likely to leak out despite secrecy strategies, from “high uniqueness”
information, for which secrecy may be especially valuable).

74. See, e.g., Adam M. Samaha, Litigant Sensitivity in First Amendment Law, 98 Nw. U. L. Rev. 1291,
1369 (2004) (citing sources).

75. See, e.g., Daniel A. Farber & Philip P. Frickey, Practical Reason and the First Amendment, 34 UCLA
L. Rev. 1615, 1617-19 (1986); Steven Shiffrin, The First Amendment and Economic Regulation: Away from a
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“valuable” a wide range of commentary, whether it covers facts or ideas, whether it’s argument,
education, or entertainment, and whether it’s politics, religion, science, or art.”6

There will doubtless be much controversy about when crime-facilitating speech is so
harmful that the harm justifies restricting it despite its value. But there’ll probably be fairly
broad agreement that, as the following Parts suggest, much crime-facilitating speech indeed has
at least some First Amendment value.””

1. Helping people engage in lawful behavior generally

Much crime-facilitating speech can educate readers, or give them practical information that
they can use lawfully. Some of this information is applied science. Books about explosives can
teach students principles of chemistry, and can help engineers use explosives for laudable
purposes.’8 Books that explain how to investigate arson, homicide, or poisoning can help
detectives and would-be detectives, though they can also help criminals learn how to evade
detection.”®

Discussions of computer security problems, or of encryption or decryption algorithms, can
educate computer programmers who are working in the field or who are studying the subjects
(whether in a formal academic program or on their own). Such discussions can also help
programmers create new algorithms and security systems. Scientific research is generally
thought to advance more quickly when scientists and engineers are free to broadly discuss their
work.80

Nonscientific information can be practically useful, too. Descriptions of common scams can
help put people on their guard.8 Descriptions of flaws in security systems can help people avoid

General Theory of the First Amendment, 78 Nw. U. L. Rev. 1212, 1217-23 (1983).

76. See, e.g., Winters v. New York, 333 U.S. 507, 510 (1948) (entertainment constitutionally protected);
cases cited infra note 217 (scientific speech constitutionally protected).

77. These Parts aren’t meant to be mutually exclusive; | identify the different kinds of value only to better
show that crime-facilitating speech can be valuable in different ways.

78. Some books discuss how explosives (or drugs) are made. Keay Davidson, Bombs Easy—But Risky—to
Make; Ingredients Are Common, Recipes Available, SAN FRANCISCO EXAMINER, Apr. 20, 1995, at A-12
(discussing bombmakers’ using chemistry textbooks); David Unze, Suspected Meth Lab Found in Search near
Paynesville, ST. CLoup Times (Minn.), Dec. 6, 2000, at 2B (same as to drugmakers). Others discuss how
explosives can be used to effectively produce the desired destruction with minimal risk to the user. See, e.g.,
NAT’L ASS’N OF AUSTRALIAN STATE ROAD AUTHORITIES, EXPLOSIVES IN ROADWORKS—USERS’ GUIDE (1982);
U.S. DEP’T OF THE INTERIOR, EXPLOSIVES AND BLASTING PROCEDURES MANUAL (1986).

79. | classify these works as applied science because they are essentially applied chemistry, medicine, or
forensic science more broadly, which can be used by professionals whose job it is to apply science this way. But
even if they aren’t treated as science, they would still be valuable to law-abiding users, as well as to criminal
users.

80. See, e.g., NAT’L ACADEMY OF SCIENCES, BALANCING THE NATIONAL INTEREST 127 (1987) (noting that
mandated secrecy impairs “communication of research through professional society meetings and publications,”
which is “crucial to the rapid advancement of commercial and military technology in the United States and thus
to national security”); Stephen Budiansky, Retrofitting the Bomb Machine, U.S. NEws & WORLD REP., Feb. 5,
1990, at 66 (noting that even in nuclear research, “the tradition of secrecy . . . gets in the way of doing basic
science”); Edward Teller, Secrecy: The Road to Nowhere, TECH. REV., Oct. 1981, at 12.

81. See FRANK W. ABAGNALE, THE ART OF THE STEAL (2001) (describing some frauds in considerable
detail, for instance at pp. 40-41 and 108-13); id. at title page (giving the book’s subtitle as “How to Protect
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these flaws.82 Tips on how to minimize the risk of being audited may help even law-abiding
taxpayers avoid the time and expense of being audited, and not just help cheaters avoid being
caught cheating. Some explanations of how some police departments catch criminals can help
corporate security experts, private detectives, or other police departments investigate crimes,
though the explanations can also alert criminals about what mistakes to avoid.83

Instructions on decrypting videos may help people engage in fair uses as well as unlawful
ones; some of these fair uses may help the users engage in speech (such as parody and
commentary) of their own.84 Knowing who is a boycott violator, a strikebreaker, or an abortion
provider can help people make choices about whom to associate with—choices that may be
morally important to them. Knowing who is a sex offender can help people take extra
precautions for themselves and for their children.85

Likewise, speech that teaches drug users how to use certain illegal drugs more safely86 has
clear medical value—it may prevent death and illness among many people who would have used
drugs in any event—but it also facilitates crime. Just as speech that teaches people how to
commit crimes with less risk of legal punishment is crime-facilitating, so is speech that teaches
people how to commit crimes with less risk of injury.87 Such “harm reduction” speech might
embolden some people to engage in the illegal drug use; and some proposed crime-facilitation
statutes would outlaw such speech (whether deliberately or inadvertently), because the speech

Yourself and Your Business from Fraud—America’s #1 Crime”).

82. See, e.g., Matt Blaze, Cryptology and Physical Security: Rights Amplification in Master-Keyed
Mechanical Locks, IEEE SECURITY & PRIVACY, Mar.-Apr. 2003, at 24 (describing how someone can easily
produce a master key for many lock designs so long as one has a nonmaster key to one of the many locks that
the master key opens); id. (arguing that this should lead people to adopt more threat-resistant designs); Matt
Blaze, Keep It Secret, Stupid!, at http://www.crypto.com/papers/kiss.html (Jan. 26, 2003) (defending the
decision to publish this information); Matt Blaze, Is It Harmful To Discuss Security Vulnerabilities?, at
http://www.crypto.com/hobbs.html (last revised Jan. 2005) (likewise); see also the discussion, infra note 110, of
Eugene Volokh, Burn Before Reading, in THOUGHTS AND DISCOURSES ON THE HP 3000 (1984).

83. Thanks to my colleague Mark Greenberg for this point.

84. See, e.g., Pamela Samuelson, Intellectual Property and the Digital Economy: Why the Anti-
Circumvention Regulations Need to be Revised, 14 BERKELEY TECH. L.J. 519, 539-40 (1999).

85. But see N.J. Div. of Criminal Justice, Megan’s Law Rules of Conduct, at http:/
www.state.nj.us/Ips/dcj/megan/citizen.htm (last visited Jan. 14, 2005) (providing that people who receive flyers
containing information on released sex offenders may not communicate the information to others, on pain of
possible “court action or prosecution”). The Rules of Conduct purport to bind all people who get the
information, as well as members of their households, not just those who promise to abide by the Rules as a
condition of getting the information. See ATTORNEY GENERAL GUIDELINES FOR LAW ENFORCEMENT FOR THE
IMPLEMENTATION OF SEX OFFENDER REGISTRATION, AND COMMUNITY NOTIFICATION LAwWS, 24, 30, 43 (2000),
available at http://www.state.nj.us/Ips/dcj/meganl.pdf; id. at 23 (stating that the Rules should be enforced using
court orders); A.A. v. New Jersey, 176 F. Supp. 2d 274, 281 (D.N.J. 2001) (“All those receiving notice are
bound by the applicable rules of ‘Rules of Conduct.””). If the Rules were applied only to those who promised to
keep the information confidential, the First Amendment issue might be different, see supra note 55.

86. Ecstasy use, for instance, can be made less risky when certain precautions are taken. E-mail from Mark
Kleiman, Professor of Policy Studies, UCLA School of Public Policy and Social Research, to Eugene Volokh
(Aug. 9, 2004) (on file with author).

87. See definition of “crime-facilitating” at text accompanying note 46 supra. Many people view drug use
as a less serious crime than many other kinds of crime; but whether or not that’s right, speech that makes drug
use safer does indeed facilitate the commission of that particular crime.
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conveys “information pertaining to . . . use of a controlled substance, with the intent that . . .
[the] information be used for, or in furtherance of” drug use.88

2. Helping people evaluate and participate in public debates
a. Generally

Some speech that helps criminal listeners commit crimes may at the same time be relevant
to law-abiding listeners’ political decisions. Publishing information about secret wiretaps or
subpoenas, for instance, may help inform people about supposed government abuses of the
wiretap or subpoena power. And such concrete and timely examples of alleged abuse may be
necessary to persuade the public or opinion leaders to press for changes in government policies:
A general complaint that some unspecified abuse is happening somewhere will naturally leave
most listeners skeptical .89

Likewise, publishing the names of crime witnesses can help the public evaluate whether the
witnesses’ stories are credible or not.90 Publishing the names (or even addresses) of people who
aren’t complying with a boycott may facilitate legal and constitutionally protected shunning,
shaming, and persuasion of the noncompliers.®1 Publishing the names and addresses of abortion

88. See, for example, S. 1428, 106th Cong. 8 9 (1999), which would have barred, among other things,
“distribut[ing] by any means information pertaining to, in whole or in part, the manufacture or use of a
controlled substance, with the intent that the . . . information be used for, or in furtherance of, an activity that
constitutes a Federal crime,” and also “distribut[ing]” such information to “any person . . . knowing that such
person intends to use the . . . information for, or in furtherance of, an activity that constitutes a Federal crime.”
See Jacob Sullum, Knowledge Control, REASON ONLINE, June 14, 2000, at
http://www.reason.com/sullum/060700.shtml (expressing concern that this bill might jeopardize Web sites that
“offer advice for reducing the risks of drug use (say, by sterilizing needles or using vaporizers)”).

89. As to the need for timely details, see Nebraska Press Ass’n v. Stuart, 427 U.S. 539, 560-61 (1976). As
to the need for concrete details, the Court has implicitly recognized this in its libel cases, where the Justices have
protected concrete factual allegations about government officials (if they are true, or even if they are the product
of an honest mistake) and not just general statements of opinion. The recognition has not been explicit, | think,
only because the need to give facts that concretely support the general claims is so obvious that few have
doubted it. See also sources cited infra note 309 (noting the importance of specific details).

90. Florida Star v. B.J.F., 491 U.S. 524, 539 (1989), for instance, reasons that the names of crime victims,
who are also witnesses, may be especially important when “questions have arisen whether the victim fabricated
an assault . . . .” But often these questions arise only once the victim-witness’s name is publicized, and people
come forward to report that they know the witness to be unreliable or biased. Cf. United States v. Carmichael,
326 F. Supp. 2d 1267, 1297-1301 (M.D. Ala. 2004) (holding that a criminal defendant was entitled to maintain a
Web site that sought information about the government informants and agents who were going to testify against
him).

Andrew B. Sims, Tort Liability for Physical Injuries Allegedly Resulting from Media Speech: A
Comprehensive First Amendment Approach, 34 ARriz. L. Rev. 231, 291 (1992), argues that holding the media
liable for publishing witness names “would not significantly chill the media’s vigorous reporting of crimes”; but
it’s not enough that the media can vigorously report crimes in general—there’s also value in the media’s
reporting specific items, such as witness names, that may generate more information about the witness’s
credibility.

91. See NAACP v. Claiborne Hardware, 458 U.S. 886, 909-10 (1982) (concluding that trying “to persuade
others to join the boycott through social pressure and the ‘threat’ of social ostracism” is constitutionally
protected speech).
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providers may facilitate legal picketing of their homes.92 Publishing a description of how H-
bombs operate can help explain why the government engages in certain controversial nuclear
testing practices, or why it wants to build expensive and potentially dangerous new plants.93
None of this means the information is harmless: Publishing secret wiretap information may
help criminals conceal their crimes, by informing them that they’re under suspicion and that
certain phones are no longer safe to use; publishing boycotters’, abortion providers’, or
convention delegates’ names and addresses can facilitate violence as well as lawful
remonstrance and social ostracism.®4 But the speech would indeed be valuable to political
discourse when communicated to some listeners, even if it’s harmful in the hands of others.

b. By informing law-abiding people how crimes are committed

Some crime-facilitating speech may also affect law-abiding people’s political judgments
precisely by explaining how crimes are committed.

First, such speech can help support arguments that some laws are futile. For instance,
explaining how easy it is for people to grow marijuana inside their homes may help persuade the
public that the war on marijuana isn’t winnable—or is winnable only through highly intrusive
policing—and perhaps should be abandoned.%> Likewise, some argue that the existence of
offshore copyright-infringing sites shows that current copyright law is unenforceable, and
should thus be changed or repealed.?6 But the validity of the argument turns on whether such

92. Even if focused residential picketing is banned by a city ordinance, parading through the targets’
neighborhood is constitutionally protected. See Madsen v. Women’s Health Ctr., 512 U.S. 753, 775 (1994);
Frisby v. Schultz, 487 U.S. 474, 480-81 (1988). I think it’s therefore not correct to say that information including
a person’s address “is intrinsically lacking in expressive content.” Susan W. Brenner, Complicit Publication:
When Should the Dissemination of Ideas and Data Be Criminalized?, 13 ALB. L.J. Sci. & TECH. 273, 397, 404
(2003).

93. See Howard Morland, The H-Bomb Secret, THE PROGRESSIVE, Nov. 1979, at 14-15, 22-23; see also
JAMES A.F. COMPTON, MILITARY CHEMICAL AND BIOLOGICAL AGENTS. CHEMICAL AND TOXICOLOGICAL
PROPERTIES, at i (1987) (arguing that understanding chemical and biological weapons is valuable both to
“industrial hygienists, safety professionals, civil and military defense planners,” and to people interested in
international politics and warfare, in which such weapons may play a role).

94. See, for instance, Claiborne Hardware, which involved both social ostracism and some violence. Only
the names, and not the addresses, of boycott violators were published, but in a rural county with only 7500 black
residents, see U.S. DepP’T oF COMMERCE, COUNTY AND CITY DATA Book 1972, at 258, it likely wouldn’t have
been hard for one black resident to find out where another lives. Cf. Probe into Republican Delegate Data
Posting, supra note 19 (“There are several lists of Republican National Convention delegates posted on the

Indymedia site . . . . Included are names, home addresses, e-mail addresses and the New York-area hotels where
many are staying. ‘The delegates should know not only what people think of the platform they will ratify, but
that they are not welcome in New York City,” said one posting [on the site] .. ..”).

95. Cf. Robert Scheer, Dole Backs the Big Lie in Drug War, L.A. TiMEs, Oct. 22, 1996, at B7 (arguing
against the war on drugs in part because “the supply of drugs cannot be effectively controlled because they are
too easy to grow and smuggle,” and “[e]ven if you stopped drugs from coming into the country, that wouldn’t
affect the supply of marijuana, which is primarily home-grown and accounts for three-quarters of drug use”).

96. See Mark A. Lemley & R. Anthony Reese, Reducing Digital Copyright Infringement Without
Restricting Innovation, 56 STAN. L. Rev. 1345, 1427 (2004) (“A common argument against enforcement of
intellectual property law online has been that infringers will simply move offshore.”); Dan L. Burk, Muddy
Rules for Cyberspace, 21 CArRDOZzO L. Rev. 121, 162 (1999) (making such an argument); Pamela Samuelson,
Intellectual Property Arbitrage: How Foreign Rules Can Affect Domestic Protections, 71 U. CHI. L. REv. 223,
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sites indeed exist, have an appealing mix of bootleg content, and are easy to use. A pointer to
such a site, which law-abiding people can follow to examine the site for themselves, can thus
provide the most powerful evidence for the argument.97

Explaining how easy it is to make gunpowder, ammunition, or guns may support arguments
that criminals can’t be effectively disarmed.98 Explaining how one can deceive fingerprint
recognition mechanisms can be a powerful argument against proposed security systems that rely
on those mechanisms.9 Explaining how easy it is to change the “ballistic fingerprint” left by a

237 (2003) (making a modest version of such an argument); Matthew V. Pietsch, International Copyright
Infringement and the Internet: An Analysis of the Existing Means of Enforcement, 24 HASTINGS COMM. & ENT.
L.J. 273 (2002) (likewise); Michelle Dello, P2P Company Not Going Anywhere, WIRED NEws, July 17, 2004,
http:// www.wired.com/news/digiwood/0,1412,64233,00.html (quoting someone who makes such an argument,
and who mentions a particular offshore file sharing company as an example).

97. There is nothing illegal about a curious user’s simply looking at such a site, or even listening to some
bootleg content just to figure out what’s available; even if any copying happens in the process, the user’s actions
would be fair use, because they’d be noncommercial and wouldn’t affect the market for the work. See 17 U.S.C.
§ 107 (2000); Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417 (1984). The site would thus
facilitate both legal use by curious users who are trying to decide whether copyright law is a lost cause, and
illegal use by other users who want to get material without paying for it.

98. See Bruce Barak Koffler, Zip Guns and Crude Co[n]versions—Identifying Characteristics and
Problems (pt. 2), 61 J. CRIM. L. CRIMINOLOGY & PoL. Sci. 115, 125 (1970) (discussing in detail the design of
various homemade guns, mostly for the benefit of forensic investigators, but also concluding that “[i]n a city that
has probably the most restrictive pistol laws on the continent, we have an example of how such legislation fails
to achieve its purpose” because of how easily people can make their own guns, and that “[w]hen we ask for
stricter gun ownership legislation in [the] future, this is something to bear in mind”); David T. Hardy & John
Stompoly, Of Arms and the Law, 51 CHI.-KENT L. Rev. 62, 99-100 (1974) (arguing that the ease of making guns
at home will make gun controls futile, briefly mentioning some ways one can make homemade guns, and citing
articles, including Koffler, supra, that describe more detailed designs); cf. J. DAVID TRUBY & JOHN MINNERY,
IMPROVISED MODIFIED FIREARMS: DEADLY HOMEMADE WEAPONS, at outside back cover, 7, 10, 13 (1992)
(arguing that “[t]he message is clear: if you take away a free people’s firearms, it will make others. As these
pages demonstrate, the methods, means, and technology are simple, convenient, and in place” and that “[t]he
object lesson” is that “[g]un prohibition doesn’t work,” but not in fact providing specific details about how guns
can be made at home); BiLL HoLMES, HOME WORKSHOP GUNS FOR DEFENSE AND RESISTANCE: THE HANDGUN
(1979) (providing those details). Many people might not be persuaded by the combination of these last two
books—for instance, some might believe that many fewer criminals would get guns if they had to rely on
homemade or black market weapons. But the two books put together still make an important political argument,
one that can’t be made as effectively without the descriptions of how easy home gunmaking supposedly is.

99. See, e.g., Ton van der Putte & Jeroen Keuning, Biometrical Fingerprint Recognition: Don’t Get Your

Fingers Burned, in IFIP TC8/WG8.8 FOURTH WORKING CONFERENCE ON SMART CARD RESEARCH AND
ADVANCED  APPLICATIONS 289, 291 (Josep Domingo-Ferrer et al. eds., 2000),
http://www.keuning.com/biometry/Biometrical_
Fingerprint_Recognition.pdf (“This article should be read as a warning to those thinking of using new methods
of identification without first examining the technical opportunities for compromising the identification
mechanism and the associated legal consequences.”); id. at 294 (“The biggest problem when using biometrical
identification on the basis of fingerprints is the fact that, to the knowledge of the authors, none of the fingerprint
scanners that are currently available can distinguish between a finger and a well-created dummy. Note that this is
contrary to what some of the producers of these scanners claim in their documentation. We will prove the
statement by accurately describing two methods to create dummies that will be accepted by the scanners as true
fingerprints.”); id. at 294-99 (providing such detailed methods, which they claim can be followed in half an hour
at the cost of twenty dollars).

In the past, such an article in the proceedings of a technical conference might have been unlikely to reach
the eyes of criminals—though even then, the sophisticated criminals might have read even technical literature. In
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gun may rebut arguments in favor of requiring that all guns and their “fingerprints” be
registered.100 Pointing to specific ways that hijackers can evade airport metal-detecting
equipment can support an argument that such equipment does little good, that the government is
wasting money and unjustifiably intruding on privacy, and that it’s better to invest money and
effort in arming pilots, encouraging passengers to fight back, and so on.101

Second, some descriptions of how crimes can be committed may help show the public that
they or others need to take certain steps to prevent the crime. Publishing detailed information
about a computer program’s security vulnerabilities may help security experts figure out how to
fix the vulnerabilities, persuade apathetic users that there really is a serious problem, persuade
the media and the public that some software manufacturer isn’t doing its job, and support calls
for legislation requiring manufacturers to do better.102 Publicly explaining how Kryptonite

the Internet age, | stumbled across the article by accident through a pointer at GeekPress, a Weblog that posts
pointers to interesting or amusing technical information. See Posting of Paul Hsieh to GeekPress (Nov. 17, 2003,
2:43 a.m.), at http://geekpress.com/2003_11_17_daily.html#106900367854004686.

100. See, for example, Bill Twist, Erasing Ballistic Fingerprints, PLANET TIMES.cowm, June 28, 2000, at
http://216.117.156.23/features/barrel_twist/2000/june/erase.shtml, which describes how this can be done, and
concludes with:

So why am | telling you all of this? Well, | have heard [of a proposed mandatory ballistic signature recording

system] called “ballistic fingerprinting” and “gun DNA.” It is neither. . . . It is not easy to change your fingerprints,

and it is impossible to change your DNA (so far). Changing the marks a firearm makes on bullets and cases is a

trivial exercise. . . . [T]he calls for “ballistic fingerprinting” are a big lie, to appease those who have an ingrained

fear of firearms.

The effectiveness of such registries is still very much an open question, but it’s clear that Twist’s concerns are
legitimate, even if they don’t ultimately prove dispositive. See FREDERIC A. TULLENERS, TECHNICAL
EVALUATION: FEASIBILITY OF A BALLISTICS IMAGING DATABASE FOR ALL NEw HANDGUN SALEs 1-5, at
http://caag.state.ca.us/newsalerts/2003/03-013_report.pdf (Oct. 5, 2001) (report by a laboratory director in the
Bureau of Forensic Services of the California Department of Justice) (noting that the supposed “fingerprint” can
indeed be changed with “less than 5 minutes of labor,” though not explaining in detail how this can be done);
JAN DE KINDER, REVIEW—AB1717 REPORT—TECHNICAL EVALUATION: FEASIBILITY OF A BALLISTICS IMAGING
DATABASE FOR ALL NEW HANDGUN SALES 17, at http://www.nssf.org/PDF/DeKinder.pdf (last visited Feb. 9,
2005) (review by the head of the Ballistics Section of the Belgian Justice Department’s National Institute for
Forensic Science) (agreeing that alteration of firearms creates “a real problem” for the effectiveness of the
registries); Don Thompson, Gun Registry Called Impractical, OAKLAND TRIB., Jan. 27, 2003 (noting that the De
Kinder report had been commissioned by the California attorney general).

101. See, for example, Bruce Schneier, More Airline Insecurities, CRYPTO-GRAM NEWSLETTER, Aug. 15,
2003, at http://www.schneier.com/crypto-gram-0308.html, which describes how one can supposedly smuggle
plastic explosives onto a plane, or build a knife out of steel epoxy glue on the plane itself, and concludes, “The
point here is to realize that security screening will never be 100% effective. There will always be ways to sneak
guns, knives, and bombs through security checkpoints. Screening is an effective component of a security system,
but it should never be the sole countermeasure in the system.”

102. See, for example, Laura Blumenfeld, Dissertation Could Be Security Threat, WASH. PosT, July 8,
2003, at Al, which describes a geography Ph.D. dissertation that contains a map of communication networks.
The map, if published, might be useful to terrorists but also to citizens concerned about whether the government
and industry are doing enough to secure critical infrastructure:

Some argue that the critical targets should be publicized, because it would force the government and industry to

protect them. “It’s a tricky balance,” said Michael Vatis, founder and first director of the National Infrastructure

Protection Center. Vatis noted the dangerous time gap between exposing the weaknesses and patching them: “But |

don’t think security through obscurity is a winning strategy.”

See also BRUCE SCHNEIER, APPLIED CRYPTOGRAPHY 7 (1996) (“If the strength of your new cryptosystem relies
on the fact that the attacker does not know the algorithm’s inner workings, you’re sunk. If you believe that
keeping the algorithm’s insides secret improves the security of your cryptosystem more than letting the
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bicycle locks can be easily defeated with a Bic pen can pressure the company to replace such
locks with more secure models.193 Publishing detailed information about security problems—for
instance, gaps in airport security, in security of government computer systems, or in security
against bioterror—can show that the government isn’t doing enough to protect us.104 Likewise,
publishing information about how easy it is to build a nuclear bomb may alert people to the need
to rely on diplomacy and international cooperation, rather than secrecy, to prevent nuclear
proliferation.105

Third, descriptions of how crimes are committed can help security experts design new
security technologies. Knowledge in other fields often develops through specialists—whether
academics, employees of businesses, or amateurs—publishing their findings, openly discussing
them, and correcting and building on each other’s work: That’s the whole point of professional
journals, working papers, and many conferences and online discussion groups. The same is true
of security studies, whether that field is seen as a branch of computer science, cryptography,
criminology, or something else.196 And knowledge of the flaws in existing security schemes is
needed to design better ones.

academic community analyze it, you’re wrong.”) (speaking specifically about the security of cryptographic
algorithms); Preston & Lofton, supra note 49, at 81 (“At the same time that public disclosure of vulnerabilities
unavoidably facilitates the exploitation of computer security vulnerabilities, the correction and elimination of
those same vulnerabilities requires their discovery and disclosure. . . . Computer owners and operators who are
aware of a potential vulnerability can take steps to fix it, while they are powerless to fix an unknown
vulnerability.”). But see Scott Culp, It’s Time to End Information Anarchy, at http://www1.microsoft.at/technet/
news_showpage.asp?newsid=4121&secid=1502 (Oct. 2001) (arguing that publishing detailed information on
vulnerabilities does more harm than good).

Computer security experts who find a vulnerability will often report it just to the software vendor, and this
is often the more responsible solution. But if the vendor pooh-poohs the problem, then the security expert may
need to describe the problem as part of his public argument that the vendor isn’t doing a good enough job.

103. See David Kirpatrick et al., Why There’s No Escaping the Blog, FORTUNE, Jan. 10, 2005, at 44
(discussing how publicizing the details eventually led Kryptonite to switch from its initial reaction—"issu[ing] a
bland statement saying the locks remained a ‘deterrent to theft’ and promising that a new line would be
‘tougher’”—to “announcf[ing] it would exchange any affected lock free,” which it expected would involve
sending out over 100,000 new locks).

104. See, e.g., Bob Newman, Airport Security for Beginners, DENVER PosT, May 16, 2002, at A21 (“A
security screener, who when asked why he wanted to see the backside of my belt buckle, said he wasn’t really
sure (I told him he was supposed to be checking for a ‘push’ dagger built into and disguised by the buckle). Not
a single security screener . . . had ever heard of a carbon-fiber or titanium-blade (nonferrous) knife, which can
pass through standard magnetometers used at most airports. . . . Yet the government insists that new security
procedures have made airports much more secure, despite the above incidents ....”); Andy Bowers, A
Dangerous Loophole in Airport Security: If Slate Could Discover It, the Terrorists Will, Too, SLATE.com, Feb.
7, 2005, at http://www.slate.com/id/2113157/.

105. See United States v. Progressive, Inc., 467 F. Supp. 990, 994 (W.D. Wis. 1979) (citing defendants’
arguments to this effect); Morland, supra note 93, at 14, 17 (“People assume that even if nothing else is secret,
surely hydrogen bomb designs must be protected from unauthorized eyes. The puncturing of that notion is the
purpose of this report. . . . [T]here is little reason to think that any other nation that wanted to build [hydrogen
bombs] would have trouble finding out how to do it.”); id. at 23 (“No government intent upon joining the
nuclear terror club need long be at a loss to know how to proceed.”); see also ALEXANDER DE VOLPI ET AL.,
BorN SECRET (1981) (noting other ways in which the information revealed in the Progressive article was
relevant to important policy debates).

106. See, e.g., Declan McCullagh, Crypto Researchers Abuzz over Flaws, CNET NEws.com, Aug. 17,
2004, at http://news.com.com/Crypto+researchers+abuzz+over+flaws/
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In a very few fields, such as nuclear weapons research, this scientific exchange has
traditionally been done through classified communications, available to only a few government-
checked and often government-employed professionals.107 But this is definitely not the norm in
American science, and it seems likely that broadening such zones of secrecy would interfere
with scientific progress.108 Perhaps in some fields secrecy is nonetheless necessary, because the
risks of open discussion are too great. Nonetheless, even if we ultimately conclude that the
speech is too harmful to be allowed, we must concede that such open discussion does have
scientific value, and, directly or indirectly, political value.

Fourth, while detailed criticisms of possible problems in a security system (whether
computer security or physical security) can help alert people to the need to fix those problems,
the absence of such criticisms—in a legal environment where detailed criticisms are allowed—
can make people more confident that the system is indeed secure. If we know that hundreds of
security experts from many institutions have been able to discuss potential problems in some
security system, that journalists are free to follow and report on these debates, and that the
experts and the press seem confident that no serious problems have been found, then we can be
relatively confident that the system is sound.

But this confidence is justified only if we know that people are indeed free to discuss these
matters, both with other researchers and with the public, and both through the institutional media
and directly. Restricting speech about security holes thus deprives the public of important
information: If the security holes exist, then the public can’t learn about them; if they don’t
exist, then the public can’t be confident that the silence about the holes flows from their absence,
rather than from the speech restriction.109

And in all these situations, as elsewhere, concrete, specific details are more persuasive than
generalities: People are more likely to listen if you say “Microsoft is doing a bad job—I’Il show
this by explaining how easy it is for someone to send a virus through Microsoft Outlook” than if
you say “Microsoft is doing a bad job—I’ve identified an easy way for someone to send a virus
through Outlook, but I can’t tell you what it is.”110

2100-1002_3-5313655.html (discussing a conference presentation by cryptographers who claimed to have
uncovered flaws in an encryption system); Ed Felten, Report from Crypto 2004, FREEDOM To TINKER, Aug. 18,
2004, at http://www.freedom-to-tinker.com/archives/
000664.html (discussing this, with comments from readers that discuss it in more detail); Ed Felten, SHA-1
Break  Rumor Update, FREeboM  To  TINKER,  Aug. 17, 2004, at  http://iwww.
freedom-to-tinker.com/archives/000663.html (likewise). Ed Felten is a Princeton computer science professor and
cryptography expert; his Weblog, Freedom to Tinker, is devoted to information technology issues.

107. The government also tried to closely regulate cryptographic research, through procedures such as
export controls and invention secrecy orders, but ultimately gave up. See HERBERT N. FOERSTEL, SECRET
ScIENCE 97-139 (1993); Gilbert, supra note 72.

108. See sources cited supra note 80.

109. See Press-Enterprise Co. v. Superior Court, 464 U.S. 501, 508 (1984) (“The value of openness lies in
the fact that people not actually attending trials can have confidence that standards of fairness are being
observed; the sure knowledge that anyone is free to attend gives assurance that established procedures are being
followed and that deviations will become known.”); cf. BRUCE SCHNEIER, SECRETS AND LIES 344-45 (2000)
(arguing that publishing source code, and letting it be vetted by many experts in the programming community, is
the best way to make the code more secure, despite the possibility that publishing the source code can also help
criminals find vulnerabilities).

110. See Bruce Schneier, Full Disclosure, CRYPTO-GRAM NEWSLETTER, Nov. 15, 2001, at
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Even readers who can’t themselves confirm that the details are accurate will find detailed
accounts more trustworthy because they know that other, more expert readers could confirm or
rebut them. If a computer security expert publishes an article that gives a detailed explanation of
a security problem, other security experts could check the explanation. A journalist reporting on
the allegations could call an expert whom he trusts and get the expert to confirm the charges.

The journalists could also monitor a prominent online expert discussion group to see
whether the experts agree or disagree. And if there is broad agreement, a journalist can report on
this, and readers can feel confident that the claim has been well vetted. That is much less likely
to happen if the original discoverer of the error was only allowed to write, “There’s a serious
bug in this program,” and was legally barred from releasing supporting details.111

http://www.schneier.com/crypto-gram-0111.html (“[Revealing] detailed information is required. If a researcher
just publishes vague statements about the vulnerability, then the vendor can claim that it’s not real. If the
researcher publishes scientific details without example code, then the vendor can claim that it’s just
theoretical.”). Compare Eugene Volokh, Burn Before Reading, supra note 82, which shows how users of HP
3000 computers who have been given a certain access privilege (so-called “PM”) can in just three commands
use PM to get a higher level of privilege, called “SM” (roughly corresponding to “super-user” access in some
other systems). | did this to persuade readers that they should limit PM privilege only to the most trusted users,
and carefully protect those accounts that were given the privilege, something that many HP 3000 system
managers didn’t properly do. I’ve never been positive that | was right to give the specific details; but | suspect |
was, because many system managers wouldn’t have believed that they needed to do anything unless they could
see for themselves how easily the PM privilege could be exploited.

Disclosure of specific details of a computer security problem can also motivate computer companies to fix
it, simply because they know that if they don’t fix the problem immediately, hackers will exploit it. See
Schneier, Full Disclosure, supra (arguing that full disclosure has thereby helped transform “the computer
industry . . . from a group of companies that ignores security and belittles vulnerabilities into one that fixes
vulnerabilities as quickly as possible™); see generally Preston & Lofton, supra note 49, at 88 (describing the
debate among computer security professionals about whether security vulnerabilities should be fully disclosed).

111. See Schneier, Full Disclosure, supra note 110 (“[Without full disclosure,] users can’t make intelligent
decisions on security. . . . A few weeks ago, a release of the Linux kernel came without the customary detailed
information about the OS’s security. The developers cited fear of the DMCA as a reason why those details were
withheld. Imagine you’re evaluating operating systems: Do you feel more or less confident about the security
[of] the Linux kernel version 2.2, now that you have no details?”).

This shows the weakness of the court’s view in United States v. Progressive, Inc., 467 F. Supp. 990 (W.D.
Wis. 1979), that, though the hydrogen bomb information was published to “alert the people . . . to the false
illusion of security created by the government’s futile efforts at secrecy,” there was “no plausible reason why the
public needs to know the technical details about hydrogen bomb construction to carry on an informed debate on
this issue.” Id. at 994. When the government is claiming that its nonproliferation efforts are working, because the
design of a hydrogen bomb is a successfully guarded secret, a mere “No, it’s not—I discovered without a
security clearance how such bombs are built” won’t be persuasive: it will just be the author’s word against the
government’s. Only providing the details, so that knowledgeable scientists can say, “Yes, the author is right, he
has discovered the secret,” can really support the author’s claim. Perhaps the details of how to build a bomb
should nonetheless have been suppressed, because they could help cause very grave harm. See infra Part I11.D.1.
But one ought not deny that the details are indeed needed to make the political argument work.

James R. Ferguson argues the contrary, saying that “the same point could have been made with equal force
by an affidavit from the Secretary of Energy which confirmed that the information in the magazine’s possession
was indeed an accurate design of a thermonuclear weapon.” James R. Ferguson, Scientific and Technological
Expression: A Problem in First Amendment Theory, 16 HARv. C.R.-C.L. L. Rev. 519, 545 n.124 (1981). | doubt,
though, that the government would often be willing to provide such an affidavit, in part because doing so might
itself be seen as revealing certain secrets.
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3. Allowing people to complain about perceived government misconduct

The ability to communicate details about government action, even when these details may
facilitate crime, may also be a check on potential government misconduct. When the
government does something that you think is illegal or improper—uses your property for
purposes you think are wrong, forces you to turn over documents, orders you to reveal private
information about others, arrests someone based on the complaint of a witness whom you know
to be unreliable, and so on—one traditional remedy is complaining to the media. The existence
of this remedy lets the public hear allegations that the government is misbehaving, and deters
government conduct that is either illegal or is technically legal but likely to be viewed by many
people as excessive.

Some laws aimed at preventing crime-facilitating speech eliminate or substantially weaken
this protection against government overreaching. Consider laws barring people (including
librarians or bookstore owners) from revealing that some of their records have been subpoenaed,
or barring Internet service providers or other companies from revealing that their customers are
being eavesdropped on.112 Those private entities that are ordered to turn over the records or help
set up the eavesdropping will no longer be legally free to complain, except perhaps much later,
when the story is no longer timely and interesting to the public.113

Likewise, penalties for publishing the names of crime witnessesl14—aimed at preventing
criminals from learning the witnesses’ identities and then intimidating the witnesses—may keep
third parties who know a witness from explaining to the public why they think the witness is
unreliable and why the government is wrong to arrest people based on the witness’s word. And
laws restricting the publication of detailed information about security problems may keep people
from explaining exactly why they think the government or industry isn’t taking sufficient steps
to deal with some such problem.

4. Entertaining and satisfying curiosity

Speech that describes how crimes are performed may also entertain readers.115 A detective
story might depict a murder that’s committed in a particularly ingenious, effective, and hard-to-

112. See supra notes 29-30.

113. See Neb. Press Ass’n v. Stuart, 427 U.S. 539, 560-61 (1976) (stressing that even temporary
restrictions can substantially interfere with valuable speech); cf. Peter P. Swire, The System of Foreign
Intelligence Surveillance Law, 72 GEO. WASH. L. Rev. 1306, 1359-60 (2004) (criticizing secret subpoenas on
these grounds).

114. See supra note 18 for examples.

115. See, e.g., EDWARD ABBEY, THE MONKEY WRENCH GANG 81, 169-79 (1975) (describing in some detail
the sabotaging of heavy machinery, and the setting of explosive charges to derail a train); JAMES M. CAIN,
DouBLE INDEMNITY 25-29, 37, 47-51, 61, 100-03 (1989) (describing in some detail an elaborate scheme to
commit a hard-to-detect murder); FREDERICK FORSYTH, THE DAY OF THE JACKAL 61-63 (1971) (describing a way
to get a false passport); PATRICIA HIGHSMITH, RIPLEY’S GAME 58, 68, 78-79, 120-27 (1974) (describing schemes
for committing murder); E.W. HORNUNG, RAFFLES 52-56, 69-74, 115-19, 131-38, 151-52, 165-67, 193-97, 204-
07, 255-56, 288-90, 327-28 (1984) (describing various nonobvious and seemingly useful burglary tricks);
ELMORE LEONARD, GET SHORTY 41-44, 158 (1990) (describing schemes for insurance fraud and for getting into
people’s hotel rooms); see also Do You Remember: June 1975—MP Vanishes, BIRMINGHAM EVENING MAIL,
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detect way. Nearly all the readers will just enjoy the book’s ingeniousness, but a few may realize
that it offers the solution to their marital troubles. (The precise details of the crime may be
included either because they are themselves interesting, or for verisimilitude—many fiction
writers try to make all the details accurate even if only a tiny fraction of readers would notice
any errors.)

This may be true even for some of the crime-facilitating speech that people find the most
menacing, such as the contract murder manual involved in Rice v. Paladin Enterprises. There
were apparently thirteen thousand copies of the book sold,116 and | suspect that only a tiny
fraction of them were really used by contract killers.117 Who were the remaining readers? Many
were likely armchair warriors who found it entertaining to imagine themselves as daring
mercenaries who are beyond the standards of normal morality.118

Part of the fun of reading some novels is imagining yourself in the world that the book
describes. People can get similar entertainment from factual works, including ones that are
framed as “how-to” books, such as the travel guide Lonely Planet: Antarctica,l1® magazines

Apr. 19, 2001, at 10 (“Inspired by Frederick Forsyth’s best-seller The Day Of The Jackal, [politician John
Stonehouse] obtained the birth certificate of a dead man named Joseph Markham, received a passport in that
name and opened bank accounts. Then he faked his own drowning in Miami and fled to Australia.”). This
technique is apparently known in England as the “Day of the Jackal fraud.” Philip Webster, Tax-Dodgers Run
Up Bill Totalling Billions, TiMes (London), Mar. 9, 2000; see also Marlise Simon, Blaming TV for Son’s Death,
Frenchwoman Sues, N.Y. TIMES, Aug. 30, 1993, at A5 (“Marine Laine said her son, Romain, and his friend,
Cedric Nouyrigat, also 17, mixed crystallized sugar and weed-Kkiller, stuffed it into the handlebar of a bicycle and
ignited it to test a technique used by MacGyver, a television hero who is part adventurer, part scientific
wizard.”).

116. Rice v. Paladin Enters., Inc., 128 F.3d 233, 241 n.2 (4th Cir. 1997).

117. In 1983, when Hit Man was published, there were only about 20,000 homicides in the U.S., see Nat’l
Ctr. for |Injury Prevention and Control, WISQARS Injury Mortality Reports, 1981-1998, at
http://webappa.cdc.gov/sasweb/ncipc/mortrate9.html (last modified Feb. 24, 2005). It seems likely that very few
of them are contract killings, and presumably very few of those are contract killings by people trained using a
particular book. See Jacob Sullum, Murderous Prose, REASON ONLINE, May 27, 1998, at
http://reason.com/sullum/ 052798.shtml (“[1]t’s doubtful that people like James Perry were the main audience
for Hit Man. If they were, somehow the thousands of murders they committed have gone unnoticed.”); Rice v.
Paladin Enters., Inc., 940 F. Supp. 836, 848 (D. Md. 1996) (asserting that “out of the 13,000 copies of Hit Man
that have been sold nationally, one person actually used the information over the ten years that the book has been
in circulation,” though presumably the court meant that only one person had been discovered to have used the
book to commit a crime), rev’d, 128 F.3d 233; see also Publisher of Hit-Man Guidebook Settles Suit, SEATTLE
TiMES, Feb. 28, 2002, at B5 (mentioning another lawsuit flowing from an attempted murder supposedly
facilitated by Hit Man).

118. Rice, 128 F.3d at 241 n.2 (listing “persons who enjoy reading accounts of crimes and the means of
committing them for purposes of entertainment” and “persons who fantasize about committing crimes but do not
thereafter commit them” as the respondent’s asserted target markets for the Hit Man book); cf. Albert Mobilio,
The Criminal Within: A Genre of How-to Manuals Indulges Our Darkest Fantasies, HARPER’S MAG., Mar. 1999,
at 66, 69 (noting that “[flor an audience weaned on action movies, the . . . appeal” of books on building
weapons, disposing of dead bodies, and committing contract murder “is obvious,” and including “vicarious
thrills” as part of the appeal).

119. Cf., e.g., Juliet Coombe, Planet Goes to China, HERALD SuN (Melbourne, Austl.), Jan. 30, 2004, at
T11 (interview with Tony Wheeler, cofounder of the company that produces the Lonely Planet guidebooks) (“Q
The Lonely Planet guide to Antarctica sells about 45,000 copies a year. Why is it so popular, despite relatively
few people going there? [A] Science and wildlife expeditions are getting more exposure and lots of people are
armchair travellers. . . . For most of us, a trip to Antarctica is a dream.”). Naturally, some of the readers are
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about romantic hobbies,120 the Worst Case Scenario series,121 and even some cookbooksl22—
many readers of such books may want to imagine themselves as Antarctic travelers, survivors,
or cooks, with no intention of acting on the fantasies. And people with grislier imaginations can
be likewise entertained by books about how to pick locks, change your identity, or even kill
people.

Other readers of crime-facilitating how-to manuals are probably just curious. Many
nonfiction books are overwhelmingly read by people who have no practical need to know about
a subject, whether it’s how planets were formed, who Jack the Ripper really was, or how Babe
Ruth (or, for that matter, serial killer Ted Bundy) lived his life. Some people are probably
likewise curious about how hit men try to get away with murder, or how bombs are made. And
satisfying one’s curiosity this way may sometimes yield benefits later on—the information you
learn might prove unexpectedly useful, in ways that are hard to predict.123

This of course doesn’t resolve how highly we should value entertainment and satisfaction of
curiosity, especially when we compare them against the danger that the book will facilitate
murder; Part 111.A.3 discusses this. For now, my point is simply that some crime-facilitating
works do have some value as entertainment, whether because they’re framed as detective stories
or because they satisfy readers’ curiosity or desire for vicarious thrills. It is therefore not correct
to say that such works are useful only to facilitate crime,124 or that the author’s or publisher’s
purpose therefore must have been to facilitate crime.125

armchair travelers in the sense of people who are curious and want to satisfy their curiosity by reading rather
than by traveling; but | suspect that some of the armchair travelers really do read the books to fantasize about
actually being there.

120. See, e.g., MICHAEL RUHLMAN, WOODEN BoATs 23 (2002) (“[A]n obscure magazine idea, a magazine
devoted to wooden boats, became a resounding success precisely because readers didn’t have to own wood to
love it, admire it, or even dream about it. . . . [I]ndustry experts guess that fewer than 10,000 wooden boats exist
in America, not including dinghies, canoes, kayaks, homemade plywood skiffs, and the like . . . . Yet this
minuscule industry . . . generates a subscription base for WoodenBoat of more than 100,000 . . ..”).

121. Jayne Clark, ‘Worst-Case’” Writers’ Newest Scenario: Runaway Train to Fame, USA ToDAY, Apr. 27,
2001, at 7D (“In this sequel to their best-selling The Worst-Case Scenario Survival Handbook, Joshua Piven and
David Borgenicht have once again produced a very funny guide with a deadpan tone aimed at armchair Walter
Mittys, as well as wannabe Indiana Joneses.”).

122. See, e.g., Maurice Sullivan, Last Best Books of 1997, WINETRADER, http://
www.wines.com/winetrader/r6/r6bk.html (1997) (“I have finally figured out that all these beautiful and
expensive color cookbooks aren’t for people who really want to cook, but rather are for folks on diets that want
to fantasize about food!”). This is probably something of an overstatement, but | suspect that some of the
cookbooks’ readers do indeed use the books this way, even if others do actually use them to cook.

123. 1I’m speaking here specifically of the value provided by the crime-facilitating information in the book.
The book as a whole can of course do more than entertain the reader and satisfy curiosity: For instance, a
detective novel or a nonfiction biography of a criminal can enrich readers’ understanding of human nature, affect
their moral judgments about criminality, and so on. But the crime-facilitating elements, such as the exact details
about how some crime was committed or could be committed, are less likely to have such a generally enriching
effect. Sometimes they may indeed be relevant to political debates, a matter | discussed in Parts 1.B.2-3; but
often they will simply entertain the reader and satisfy his curiosity.

124. See, e.g., Rice v. Paladin Enters., Inc., 128 F.3d 233, 248 (4th Cir. 1997) (“[T]he audience both
targeted and actually reached is, in actuality, very narrowly confined, [presumably to criminal users].”); id. at
249 (“[A] jury could readily find that the provided instructions . . . have no, or virtually no, noninstructional
communicative value . . . .”); id. at 254 (“Hit Man . . . is so narrowly focused in its subject matter and
presentation as to be effectively targeted exclusively to criminals.”); id. at 255 (“Hit Man’s only genuine use is



VOLOKH FOR SITE— NOT FOR CITATION — SEE VOLUME 57 STANFORD LAW REVIEW FOR CITABLE VERSION 3/21/2005 12:42 PM

226—Manuscript Page, Not for Citation—See Volume 57 Stanford Law Review for Citable Version
5. Self-expression

Finally, crime-facilitating speech may be valuable to speakers as a means of expressing their
views. A scientist or engineer may feel that speaking the truth about some matter is valuable in
itself. People who strongly oppose a law may feel that explaining how the law can be
circumvented can help them fully express the depth of their opposition, and can help them
“engage in self-definition” by “defin[ing themselves] publicly in opposition” to the law.126 The
same is true of people who strongly believe that all people should have the right to end their own
lives if the lives have become unbearable, and who act on this belief by publicizing information
about how to commit suicide.127 Even people who give their criminal friends information about
how to more effectively and untraceably commit a crime, or tell them when the police are
coming, might be expressing their loyalty, affection, or opposition to the law that the police are
trying to enforce.

As with entertainment, it’s not clear how much we should value such self-expression.
Perhaps the harm caused by crime-facilitating speech is enough to justify restricting the speech
despite its self-expressive value, or perhaps self-expressive value shouldn’t count for First
Amendment purposes.128 For now, | simply identify this as a possible source of First
Amendment value.

C. Dual-Use Materials

We see, then, that crime-facilitating speech is a form of dual-use material, akin to guns,
knives, videocassette recorders, alcohol, and the like. These materials can be used both in

the unlawful one of facilitating . . . murders.”); id. (“[T]he book [is devoid] of any political, social,
entertainment, or other legitimate discourse.”); id. (“[A] reasonable jury could simply refuse to accept Paladin’s
contention that this purely factual, instructional manual on murder has entertainment value to law-abiding
citizens.”); id. at 267 (“[The book] lack[s] . . . any even arguably legitimate purpose beyond the promotion and
teaching of murder . . ..”).

125. See, e.g., id. at 267.

126. See C. Edwin Baker, Scope of the First Amendment Freedom of Speech, 25 UCLA L. Rev. 964, 994
(1978) (elaborating on self-expression as the primary First Amendment value); cf. United States v. Aguilar, 883
F.2d 662, 685 (9th Cir. 1989) (upholding conviction for aiding and abetting illegal immigration in part based on
a defendant’s telling El Salvadoran refugees the location of a hole in the border fence, and the directions to a
church that would give them sanctuary), superseded by statute as noted in United States v. Gonzalez-Torres, 273
F.3d 1181 (9th Cir. 2001).

Thomas Scanlon has argued in favor of an autonomy vision of the First Amendment, under which the
government may not restrict speech on the ground that the speech persuades people to believe certain things.
Thomas Scanlon, A Theory of Freedom of Expression, 1 PHIL. & PuB. AFr. 204, 213 (1972). This theory,
though, is limited to “expression which moves others to act by pointing out what they take to be good reasons
for action,” and doesn’t cover factual communications that give listeners “the means to do what they wanted to
do anyway.” Id. at 212. The theory thus offers little argument for protecting crime-facilitating speech, but also
little argument for restricting such speech, because the theory doesn’t purport to be an exhaustive theory of free
speech; Scanlon acknowledges that other communications might still be protected under other theories, such as
those related to self-government. Id. at 223-24.

127. See infra note 410 for examples of suicide-facilitating materials, and of calls to restrict them.

128. See infra Part 111.A.2 for a discussion of when in particular the speaker’s interest in self-expression
may have to yield.
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harmful ways—instructions and chemicals can equally be precursors to illegal bombs—and in
legitimate ways; and it’s usually impossible for the distributor to know whether a particular
consumer will use the product harmfully or legally.

We’d like, if possible, to have the law block the harmful uses without interfering with the
legitimate, valuable ones. Unfortunately, the obvious solution—outlaw the harmful use—will
fail to stop many of the harmful uses, which tend to take place out of sight and are thus hard to
identify, punish, and deter.

We may therefore want to limit the distribution of the products, as well as their harmful use,
since the distribution is usually easier to see and block; but prohibiting such distribution would
prevent the valuable uses as well as harmful ones. Most legal rules related to dual-use products
thus adopt intermediate positions that aim to minimize the harmful uses while maximizing the
valuable ones, for instance by restricting certain forms of the product or certain ways of
distributing it.

Any analogies we draw between dual-use speech and other dual-use materials will be at best
imperfect, because speech, unlike most other dual-use items, is protected by the First
Amendment. But recognizing that crime-facilitating speech is a dual-use product can help us
avoid false analogies. For instance, doing something knowing that it will help someone commit
a crime is usually seen as morally culpable. This assumption is sound enough as to single-use
activity, for instance when someone personally helps a criminal make a bomb.129 But this
principle doesn’t apply to dual-use materials, for instance when someone sells chemicals or
chemistry books to the public, knowing that the materials will help some buyers commit crimes
but also help others do lawful things.

Likewise, as I’ll argue in Part Il.B, strict scrutiny analysis may apply differently to
restrictions on dual-use speech than to restrictions that focus only on speech that has a criminal
purpose. And, as I’ll argue in Part I11.A.2, the case for restricting crime-facilitating speech is
strongest when the speech ends up being single-use in practice—because there are nearly no
legitimate uses for the particular content, or because the speech is said to people who the speaker
knows will use it for criminal purposes—rather than dual-use.

I1. IS CRIME-FACILITATING SPEECH ALREADY HANDLED BY EXISTING FIRST AMENDMENT LAW?

Naturally, if existing First Amendment law already sensibly explains how crime-facilitating
speech should be analyzed, there would be little need for this Article. It turns out, though, that
current law doesn’t adequately deal with this problem: The Supreme Court has never announced
a specific doctrine covering crime-facilitating speech, and none of the more general doctrines,
such as strict scrutiny, is up to the task.

129. See infra notes 295-96 for examples of laws that punish such knowing assistance, even if the aider
doesn’t actually intend to help the criminal but simply knows that his conduct will have this effect.
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A. The Existing Crime-Facilitating Speech Cases

No Supreme Court case squarely deals with crime-facilitating speech. As Justice Stevens
recently noted, referring to speech that instructed people about how to commit a crime, “Our
cases have not yet considered whether, and if so to what extent, the First Amendment protects
such instructional speech.”130

Justice Stevens suggested that a crime-facilitating speech exception ought to be recognized,
but this was in a solo opinion respecting the denial of certiorari; and the brief opinion gave no
details about what the exception might look like.131 Likewise, Justice Scalia’s solo concurrence
in the judgment in Florida Star v. B.J.F. acknowledged that a ban on publishing the name of
rape victims might possibly be justified as a means of preventing further attacks aimed at
intimidating or silencing the victim—but the opinion concluded only that the particular law
involved in the case wasn’t narrowly tailored to this interest, and didn’t discuss what should
happen if a ban is indeed precisely focused on prohibiting such crime-facilitating
publications.132

United States v. Aguilar upheld a conviction for disclosing a secret wiretap, but the brief
First Amendment analysis rested partly on the defendant’s being “a federal district court judge
who learned of a confidential wiretap application” through his government position as opposed
to being “simply a member of the general public who happened to lawfully acquire possession
of information about the wiretap.”133 Scales v. United States upheld a conviction for conspiring
to advocate the propriety of Communist overthrow of the government; a small part of the
evidence against Scales was that he helped organize “party training schools” where, among
other things, instructors taught people “how to kill a person with a pencil,” but the Court viewed
that simply as an example of Scales’s engaging in advocacy of concrete action rather than of
abstract doctrine. The Justices didn’t treat the case as being primarily about crime-facilitating
speech, and enunciated no rules that would broadly cover crime-facilitating speech.134

Haig v. Agee concluded that an ex-CIA agent’s “repeated disclosures of intelligence
operations and names of intelligence personnel” were as constitutionally unprotected as “‘the
publication of the sailing dates of transports or the number and location of troops,”” at least
when the disclosures were done for “the declared purpose of obstructing intelligence operations
and the recruiting of intelligence personnel.”135 But the Court didn’t explain the scope of this
exception—it spent just a few sentences on the subject—and in particular didn’t discuss whether
the exception reached beyond threats to national security. And the following year, the Court held

130. Stewart v. McCoy, 537 U.S. 993, 995 (2002) (Stevens, J., respecting the denial of certiorari); see also
U.S. DEP’T OF JUSTICE, supra note 43, at text accompanying n.44 (asserting the same).

131. McCoy, 537 U.S. at 995 (Stevens, J., respecting the denial of certiorari) (suggesting, in a case where
the lower court reversed a former gang leader’s conviction for giving advice about how to better enforce
discipline and maintain loyalty within the gang, that Brandenburg v. Ohio, 395 U.S. 444 (1969), shouldn’t apply
“to some speech that performs a teaching function”).

132. 491 U.S. 524, 541-42 (1989) (Scalia, J., concurring in part and concurring in the judgment).

133. 515 U.S. 593, 606 (1995); see also id. (“As to one who voluntarily assumed a duty of confidentiality,
governmental restrictions on disclosure are not subject to the same stringent standards that would apply to efforts
to impose restrictions on unwilling members of the public.”).

134. 367 U.S. 203, 264-65 (1961).

135. 453 U.S. 280, 309-10 (1981) (quoting Near v. Minnesota ex rel. Olson, 283 U.S. 697, 716 (1931)).
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in NAACP v. Claiborne Hardware that knowingly publishing the names of people who weren’t
complying with a boycott was constitutionally protected, even though some people who weren’t
observing the boycott had been violently attacked, and the publication clearly could facilitate
such attacks.136

Some lower court cases have considered the issue, but they haven’t reached any consistent
result. Several federal circuit cases have held that speech that intentionally facilitates tax
evasion, illegal immigration, drugmaking, and contract killing is constitutionally unprotected.137
Three federal circuit cases have held that speech that knowingly facilitates bomb-making,
bookmaking, or illegal circumvention of copy protection is constitutionally unprotected.138 Two
federal district court cases have similarly held that speech that knowingly (or perhaps even
negligently) facilitates copyright infringement is civilly actionable, though they haven’t
confronted the First Amendment issue.139 And three appellate cases have held that a newspaper
doesn’t have a First Amendment right to publish a witness’s name when such a publication
might facilitate crimes against the witness, even when there was no evidence that the newspaper
intended to facilitate such crime.140 But two federal appellate cases have applied the much more
speech-protective Brandenburg v. Ohio incitement test to speech that facilitated tax evasion and
gang activity, concluding that even intentionally crime-facilitating speech is protected if it isn’t
intended to and likely to incite imminent crime.141

Legislatures at times assume that crime-facilitating speech may be punished, at least in
some instances, even when the speaker doesn’t intend to facilitate crime;142 other statutes,
though, do require such an intention.143 In recent years, the U.S. Justice Department seems to
have taken the view that published crime-facilitating speech may generally be restricted if it’s
intended to facilitate crime, but not if such an intention is absent.144 But some federal statutes do
not fit this understanding.145

136. 458 U.S. 886 (1982).

137. See United States v. Raymond, 228 F.3d 804, 815 (7th Cir. 2000); Rice v. Paladin Enters., Inc., 128
F.3d 233, 243, 266 (4th Cir. 1997); United States v. Aguilar, 883 F.2d 662 (9th Cir. 1989), superseded by statute
as noted in United States v. Gonzalez-Torres, 273 F.3d 1181 (9th Cir. 2001); United States v. Freeman, 761 F.2d
549, 552 (9th Cir. 1985); United States v. Holecek, 739 F.2d 331, 335 (8th Cir. 1984); United States v. Barnett,
667 F.2d 835, 842-43 (9th Cir. 1982); United States v. Buttorff, 572 F.2d 619, 624 (8th Cir. 1978); see also
Wilson v. Paladin Enters., Inc., 186 F. Supp. 2d 1140 (D. Ore. 2001).

138. Universal City Studios, Inc. v. Corley, 273 F.3d 429, 457 (2d Cir. 2001); United States v.
Mendelsohn, 896 F.2d 1183, 1186 (9th Cir. 1990); United States v. Featherston, 461 F.2d 1119, 1122 (5th Cir.
1972). Mendelsohn involved the distribution of computer object code, which might not be protected by the First
Amendment in any event; but the court held that even if code was potentially covered by the First Amendment,
distribution of such material with the knowledge that it would likely be used for bookmaking could be punished.

139. See, e.g., Arista Records, Inc. v. MP3Board, Inc., No. 00 CIV. 4660, 2002 WL 1997918, at *4
(S.D.N.Y. Aug. 29, 2002); Intellectual Reserve, Inc. v. Utah Lighthouse Ministry, Inc., 75 F. Supp. 2d 1290,
1293-96 (D. Utah 1999).

140. See cases cited supra note 18.

141. McCoy v. Stewart, 282 F.3d 626 (9th Cir. 2002); United States v. Dahlstrom, 713 F.2d 1423, 1428
(9th Cir. 1983).

142. See, e.g., statutes cited supra note 29, except the Minnesota statute; Texas statute cited supra note 30.

143. See, e.g., Minnesota statute cited supra note 29; statutes cited supra note 30, except the Texas statute.

144. See U.S. DEP’T OF JUSTICE, supra note 43, pt. VI.B; Government’s Motion for Reversal of Conviction
at 6-7 & n.3, United States v. McDanel, CA No. 03-50135 (9th Cir. Oct. 14, 2003) (taking the position that
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Some lower court cases have argued that there’s no First Amendment problem with
punishing certain kinds of crime-facilitating speech because it is “speech brigaded with action”
and “an integral part” of a crime; the Justice Department has taken the same view.146 Another
case has contended that certain crime-facilitating publications violated generally applicable
aiding and abetting laws,147 and that there is no First Amendment problem when such laws are

communicating such information may violate the Computer Fraud and Abuse Act, 18 U.S.C. § 1030(a)(5)(A),
(e)(8) (2000), but only if the speaker intended to facilitate security violations, rather than intending to urge the
software producer to fix the problem).

145. See federal statutes cited supra note 29.

146. See Rice v. Paladin Enters., Inc., 128 F.3d 233, 243 (4th Cir. 1997); NOW v. Operation Rescue, 37
F.3d 646, 655 (D.C. Cir. 1994); United States v. Freeman, 761 F.2d 549, 552 (9th Cir. 1985); United States v.
Barnett, 667 F.2d 835, 842 (9th Cir. 1982); United States v. Buttorff, 572 F.2d 619, 624 (8th Cir. 1978); U.S.
DEP’T OF JUSTICE, supra note 43, pt. VI.A.3.

147. Actually, as the Justice Department acknowledges, it’s not clear that criminal aiding and abetting law
is indeed generally applicable to the distribution of crime-facilitating dual-use products (whether speech or
nonspeech) to unknown customers. See U.S. DEP’T OF JUSTICE, supra note 43, at text accompanying n.24.
Standard definitions of aiding and abetting are broad enough to cover distribution of dual-use products, either
with the intention that the products be used for criminal purposes, or in many states even if the distributor simply
knows that they’ll be used for such purposes. See infra note 295. But in fact, providers of dual-use products—
such as metal-cutting equipment—have generally been held liable only when they know that a particular sale is
going to a person who intends to use the product illegally (for instance, to break into a bank), see, e.g., Regina v.
Bainbridge, 3 All E.R. 200 (Crim. App. 1959); and even then, some cases refuse to hold the providers liable
based on mere knowledge, see, e.g., People v. Lauria, 251 Cal. App. 2d 471, 481 (Ct. App. 1967), reasoning that
it’s too burdensome to impose on providers of such staple products a “duty to take positive action to dissociate
oneself from activities helpful to violations of the criminal law” when the crimes being aided aren’t serious. U.S.
DEeP’T OF JUSTICE, supra note 43, at n.24, cites some cases that punish dual-use speech as criminal aiding and
abetting; but these of course don’t show that the law is generally applicable both to speech and nonspeech.

A few tort cases have let distributors of dual-use materials be sued on some generally applicable theory that
is related to aiding and abetting, whether it’s conspiracy, negligent marketing (the theory being that the
manufacturer almost certainly knew that some users would misuse the product, but didn’t take steps to minimize
this risk), or contributory infringement. See, e.g., Merrill v. Navegar, Inc., 89 Cal. Rptr. 2d 146, 157 (Ct. App.
1999) (rejecting motion to dismiss negligent marketing lawsuit against gun manufacturer), rev’d on statutory
grounds, 28 P.3d 116 (Cal. 2001); City of Gary ex rel. King v. Smith & Wesson Corp., 801 N.E.2d 1222 (Ind.
2003) (allowing negligent marketing and negligent design lawsuit to go forward); cases cited supra note 24
(contributory copyright infringement); Nat’l Fed’n of the Blind, Inc. v. Loompanics Enters., Inc., 936 F. Supp.
1232 (D. Md. 1996) (contributory trademark infringement). But see, e.g., Hamilton v. Beretta U.S.A. Corp., 750
N.E.2d 1055 (N.Y. 2001) (rejecting a negligent marketing cause of action against a handgun manufacturer);
Caveny v. Raven Arms Co., 665 F. Supp. 530, 536 (S.D. Ohio 1987) (rejecting an aiding and abetting cause of
action against a handgun manufacturer); In re Tobacco Cases Il, No. SDSC 719446, 2002 WL 3168649, at *11
(Cal. Super. Ct. Nov. 22, 2002) (rejecting an aiding and abetting cause of action against a cigarette manufacturer
based on the theory that the manufacturers’ marketing practices aided unlawful sales to minors). Perhaps courts
will one day develop a general tort law rule holding producers of dual-use products liable for harms they knew
would happen, or perhaps only for harms they intended to happen, but no such doctrine seems to be firmly
established today.

The generally applicable law, both in tort law and in the criminal law of aiding and abetting and crime
facilitation, has been developed where the defendant knew that he was helping a particular person commit a
crime, or even intended to do so, and could therefore avoid this crime-facilitating action while still remaining
free to distribute the product to law-abiding users. Cf. Mary M. Cheh, Government Control of Private Ideas:
Striking a Balance Between Scientific Freedom and National Security, 23 JURIMETRICS J. 1, 24 (1982). Applying
this law to distribution of dual-use speech would be a significant extension of the law, not just an application.
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applied to speech;148 one could likewise make the same argument as to crime-facilitating speech
that violates laws prohibiting criminal facilitation14® or obstruction of justice.150 But as I argue
in detail elsewhere, such attempts to escape First Amendment scrutiny for these speech
restrictions are unsound, and inconsistent with modern First Amendment doctrine.151

The task at hand, then, is to define crime-facilitating speech doctrine, not to evaluate or
modify some existing accepted doctrine.

B. Strict Scrutiny

In recent decades, the Court has often said that “[tlhe Government may . . . regulate the
content of constitutionally protected speech”—speech that isn’t within one of the existing free
speech exceptions—if the regulation is “narrowly tailored” to a “compelling government
interest.”152 In practice, the Court has almost never upheld restrictions under this test,153 but in
principle, the test seems like a possible justification for bans on crime-facilitating speech, since
preventing crime does seem like a compelling interest.

Unfortunately, it’s hard to evaluate such a justification doctrinally, because the strict
scrutiny test is ambiguous in a way that particularly manifests itself as to dual-use speech. There
are two possible meanings of “narrow tailoring,” and two possible meanings of the requirement,
embedded in the narrow tailoring prong, that a speech restriction not be overinclusive.

148. See Rice, 128 F.3d at 243 (“[S]peech which, in its effect, is tantamount to legitimately proscribable
nonexpressive conduct may itself be legitimately proscribed, punished, or regulated incidentally to the
constitutional enforcement of generally applicable statutes.”); id. at 242 (pointing to “criminal aiding and
abetting” as the generally applicable body of law); U.S. DEP’T OF JUSTICE, supra note 43, at text accompanying
nn.55-60; cf. infra note 295 (describing how aiding and abetting law may be read as applying to crime-
facilitating speech).

149. See infra notes 296-97 (describing the law of crime facilitation).

150. See, e.g., 18 U.S.C. § 1512(c) (2000 & Supp. Il 2002) (outlawing “corruptly . . . imped[ing] any
official proceeding”); 4 WHARTON’s CRIMINAL LAw § 570 (15th ed. 2003) (stating that people who “knowing
that a felony has been committed, render[] aid to the felon in order to protect him, hinder his apprehension, or
facilitate his escape” have traditionally been punishable as accessories after the fact). For cases in which helping
someone escape has been treated as obstruction of justice or a similar crime, see, for example, People v. Shea,
326 N.Y.S.2d 70 (N.Y. Ct. Special Sessions 1971) (encircling officer and arrestee to let the arrestee escape);
United States v. Hare, 49 F.3d 447 (8th Cir. 1995) (alerting someone that the FBI was pursuing him); United
States v. Bucher, 375 F.3d 929 (9th Cir. 2004) (alerting a friend that law enforcement officers were pursuing
him); United States v. Cassiliano, 137 F.3d 742 (2d Cir. 1998) (likewise). See also State v. Walker, No. 1-9507-
03625 (Williamson Cty. (Tenn.) Cir. Ct. Nov. 13, 2003) (accepting a First Amendment defense to a charge of
knowingly interfering with an officer, when the defendant’s conduct consisted of flashing his headlights to warn
oncoming motorists about a speed trap).

151. See Eugene Volokh, Speech As Conduct: Generally Applicable Laws, Illegal Courses of Conduct,
““Situation-Altering Utterances,” and the Uncharted Zones, 90 CorNELL L. Rev. (forthcoming 2005), available
at http://www1.law.ucla.edu/~volokh/
conduct.pdf.

152. Sable Communications, Inc. v. FCC, 492 U.S. 115, 126 (1989).

153. The only case in which a majority of the Supreme Court has upheld a speech restriction—as opposed
to a restriction on expressive association, or on religious practice—under strict scrutiny is Austin v. Michigan
Chamber of Commerce, 494 U.S. 652 (1990) (reaffirmed without extensive str